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MSC: The aim of this systematic literature review (SLR) is to provide a comprehensive overview of the current state
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detection techniques based on datasets, features, machine learning and deep learning algorithms. It identifies
ten experimental biases that could impact the performance of malware detection techniques. We provide
insights on performance evaluation metrics and discuss several research issues that impede the effectiveness of
existing techniques. The study also provides recommendations for future research directions and is a valuable
resource for researchers and practitioners working in the field of Windows malware detection.

1. Introduction

In the cybersecurity domain, malware refers to any form of ma-
licious program that cyber attackers (hackers) employ to infiltrate
computing devices such as computers and smartphones to damage or
gain access to sensitive information without the users’ knowledge (Chen
et al., 2012). Malware can perform a set of malicious activities after
compromising the system. For instance, some malware programs such
as Trojans are often employed by hackers to steal users’ confidential
data, modify data, control/manage compromised devices remotely,
slow the performance of network and connected devices, delete users’
data, or perform other types of malicious actions (Anon, 2021f). Gen-
erally, malware covers all malicious programs/harmful code such as
viruses, spyware, ransomware, backdoors, and many more (Ye et al.,
2017a). Malware programs (files) are designed to target various plat-
forms such as desktop and mobile operating systems (Huang et al.,
2021; Qamar et al., 2019) and Internet of Things (IoT) devices (Jeon
et al., 2020). Recently, malware programs have evolved into various
complex and advanced variants such as ransomware that can encrypt,
hijack, and exfiltrate sensitive information (Oz et al., 2021).

Malware has become the most potent automated tool for hackers
to conduct/launch different cyber attacks targeting individuals, as well
as small, medium, and large businesses around the world. Accordingly,
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there has been a significant increase in malware attacks over the last
decade (CyberEdge Group, 2021). As reported in SOPHOS (2021a),
37% of organizations around the world were affected by ransomware
attacks with retail and education being the highly affected sectors, an
example of how ransomware attacks greatly hit computers and other
network devices. The report in SOPHOS (2021a) has also indicated
that the ransom demand has risen rapidly, increasing the average
ransom payout by 64% (from $84,116.00 in Q4 2019 to $233,817.30
million in Q3 2020). The overall global average cost to recover from a
ransomware attack has more than doubled from $0.761 million in 2020
to $1.85 million in 2021, reflecting a very high financial deficit caused
by ransomware cyber-attacks around the globe (SOPHOS, 2021b).
Ransomware has moved beyond straightforward cyber attacks into
a realm of sophisticated multi-purpose/stage malware attacks (attack
mechanisms that encrypt, exfiltrate, and hold the victim’s confidential
data until a ransom is paid) (Oz et al., 2021; SOPHOS, 2021a). Cyber
attackers have greatly improved ransomware attacks using sophisti-
cated encryption and anonymous payment techniques. Additionally,
ransomware programs are now being distributed in the form of ran-
somware as a service (RaaS) (Oz et al., 2021). For instance, according
to the threat report released by Esentire (2021), Colonial Pipeline,
the biggest and main oil pipeline that carries gasoline and jet fuel
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to the South-eastern USA was hit by a ransomware attack which was
attributed to DarkSide, a RaaS malware variant from a group of cyber-
criminals based in Eastern Europe. This attack disrupted all pipeline
operations, and some of the IT systems were affected, causing chaos
and panic. Cisco-Secure (2021) also reported cryptominers and Trojans
malware as severe threats, among others.

The risks and damages caused by malware attacks are often dif-
ferent, considering whether the malware has compromised a corpo-
rate network, home network, or individual device. As stated in Cy-
berEdge Group (2021), among the organizations that were surveyed,
86.2% were compromised by at least one successful cyber-attack.
Sophos (SOPHOS, 2021a) revealed that financial institutions, the health-
care, retail, and education sectors will continue to be the most highly
targeted sectors by malware attacks. On the other hand, Dailyhost-
news (John, 2022) has recently revealed that most of the new malware
attacks (more than 95%) discovered in 2022 target Windows desktop
devices, making them the top most devices infected by malware attacks.

Different solutions based on machine learning (ML) and deep learn-
ing (DL) algorithms were proposed to address this problem. Ramteke
et al. (2021) proposed a Light Gradient Boosting-based model for
detecting malware attacks in banking and financial institutions. Li
et al. (2021) proposed a CNN-based approach that detects malware
attacks by converting executable binary files of benign and malware
into decimal arrays. Their experiment was conducted on a dataset of
9458 files belonging to 25 malware families. The performance shows
that their detection model’s accuracy has reached 97%. Priyadarshan
et al. (2021) used bytes features extracted from benign and malware
files to implement ML-based classifiers which achieved good detection
accuracy while detecting unseen malware attacks. An LSTM-based
method for malware classification was developed using system calls
extracted from malware while running in the isolated dynamic analysis
environment (Or-Meir et al., 2021). With this method, long sequences
of system calls invoked by malware can be processed in a short time,
and the detection results show an improvement of 6% over other
malware detection methods. Raff et al. (2017) also presented a raw
byte-based method that detects malware using CNN and recurrent
neural network algorithms.

Consequently, there has been a significant rise in the number of
work that focuses on malware detection in Windows. Therefore, the
aim of this work is to present a comprehensive study on the detection of
malware attacks in Windows. We systematically identify and synthesize
relevant information presented in the existing works to provide state-of-
the-art techniques in malware detection. This work also identifies and
discusses the limitations of existing works from various perspectives
and provides our recommendations to address them, opening new
avenues of research in this area. More specifically, we followed the
research protocols for performing SLR presented by Kitchenham et al.
(2009), which allowed us to select relevant studies and respond to var-
ious research questions defined in Section 4 of this work. Furthermore,
each selected paper’s quality was assessed based on the assessment
criteria defined in Section 4. The following are the main contributions
of this work.

Extracting and synthesizing relevant information from selected
high-quality research papers that were focused on malware de-
tection in Windows desktop devices.

Identifying malware detection techniques and discussing their
deployment methods.

Compiling and reporting public benchmark datasets including
the widely used performance evaluation metrics, ML, and DL
algorithms.

Presenting critical experimental biases (such as temporal bias,
spatial bias, sample size, etc.) which can lead to inflated experi-
mental results when not taken into consideration while building
malware detection techniques.
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* Presenting research issues that impede the development of reli-
able and advanced techniques for detecting malware attacks and
providing future research directions.

Organization: The rest of this systematic study is structured as
follows. Section 2 provides the background and basic malware analysis
and detection concepts. Section 3 discusses related works on malware
detection. Section 4 presents the methodology for performing the re-
view. Sections 5, 6, 7, 8, 9, 10, and 11, discuss the research findings
and present answers for the research questions, respectively. Section 12
presents the conclusion of this work.

2. Background and basic concepts

This section presents a detailed background on Windows executable
files and discusses the prevalence of malicious executable files. It also
discusses types of malware analysis, different forms of malware, and
steps for building malware detection using DL and ML algorithms.

2.1. Windows portable executable file structure

The portable executable (or PE for short) is the standard file format
for executable files/programs used in Microsoft 32-bit and 64-bit Win-
dows OS (Sikorski and Honig, 2012). PE files have different formats
such as .exe files, dynamic link libraries (.dlls), BAT/Batch files (.bat),
control panel applications (.cpl), kernel modules (.srv), device drivers
(.sys), and many more,' with the .exe files being the most used of all
file formats. The data structure of a PE file has essential information
required for the OS Loader to load and execute the executable program
into memory. The structure of a PE file begins with a DOS Header at the
top followed by a DOS Stub, NT Headers, Section Headers, and finally
the Overlay. Located at the top of .exe files, the DOS Header is a long
structure that occupies the first 64 bytes of the PE file. It makes the
file an MS-DOS executable (it identifies the type of the file compatible
with MS-DOS). The DOS Stub holds a piece of code that is executed
by default during program execution. The stub displays a string error
message warning the user if the program cannot be executed in MS-
DOS. on the other hand, the NT Headers (IMAGE_NT_HEADERS) hold
the PE signature, file header, and optional header components which
are necessary for PE file execution.

PE signature: This is a 4-byte signature used to identify the file as a
portable executable file.

PE File header: A Common Object File Format (COFF) header comes
directly after the PE signature. It contains field information such
as machine type (which holds values to specify the type of CPU),
the number of sections, the number of symbols, and the size of the
operational header, to name a few.

PE Optional header: This header holds useful information that is
necessary to load and run an executable file. While the optional
header is important for image files, it is not needed for some types of
files such as object files, the reason why it is optional.

The Section Header (Section Table) represents an array of Image
Section Headers with each header containing information for the sec-
tion it refers to. A PE file has different section headers, however, it
is important to note that the number of sections differs based on the
function of the file. The following are examples of section headers
observed in .exe files.

 The .text section: This section holds the program’s executable code/
instructions to be executed by the CPU.

+ The .data section: This section holds initialized data defined in the
code.

1 https://docs.fileformat.com/executable/exe/
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Fig. 1. Top malicious file types encountered over the web (Checkpoint, 2023).

The .rdata section: It holds information such as constants, string
literals, and debug directory information (read-only data).

The .bss section: All uninitialized data for the application (e.g. static
variables) are found in this section. It is referred to as Better Save
Space (bss).

The .idata section: This section contains the import table such as DLLs
and Application Programming Interface (API) functions.

The .edata: This section is used to hold the export table.

The .reloc: It holds information for image relocation.

The .rsrc section: Resources such as images, embedded binaries,
menus, and icons used by the application are found in this section.
The .tls: The thread local storage (tls) manages/provides storage for
each program’s executing thread.

Finally, the Overlay contains additional information which is ap-
pended at the end of the file. Further details showing the description
of each PE file’s component can be found in Microsoft documentation.?

2.2. Malware executable file against windows

Developed by Microsoft, Windows OS is the most widely used and
distributed desktop OS with the highest global market share (Anon,
2023). Consequently, the popularity of Windows OS and its global
usage make it the primary target of malware attacks worldwide. As
recently reported by Checkpoint,® phishing emails and online websites
are the main attack vectors used by hackers to spread malicious ex-
ecutable files over the Internet. In addition, statistics also show that
malicious executable files (.exe files) are more highly produced by
hackers than other file formats (Checkpoint, 2023), making them more
challenging to detect. Accordingly, Fig. 1 depicts the proportion of
different malicious file formats on the web and as it can be seen, the
.exe file formats are ranked on top of other malicious files. The next
Section 2.3 discusses how malicious files (malware programs) violate
organizational security principles to compromise the target. It also
discusses different types of emerging malware.

2.3. Security violation performed by malware

All malevolent activities intended by hackers are performed by
malware after gaining unauthorized entry into the compromised sys-
tem or host. A wide range of malicious activities can be carried out,
with the attacks violating or compromising existing organizational

2 https://learn.microsoft.com/en-us/windows/win32/debug/pe-format
3 https://go.checkpoint.com/2022-mid-year-trends/page-global-malware-
statistics.php
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security principles such as data confidentiality, integrity, and availabil-
ity. Specifically, malware attacks violate these security principles as
follows.

Confidentiality—Malware can steal organizational or individual con-
fidential data such as users’ login credentials/authentication details
(username, password, and personal identification number), financial
data (bank account number, credit card number, and security code),
social security number, health data (patients’ records) and other cate-
gories of confidential data. Modern malware such as keyloggers steals
confidential information by capturing users’ keystrokes and storing
them in a file that is remotely accessed by cyber attackers. The stolen
data can also be sent automatically to cyber attackers through email.
Such keystrokes can contain sensitive information like PINs, passwords,
usernames, or other forms of confidential messages exchanged between
two or many entities. Moreover, some sophisticated keyloggers known
as “screen recorders”, are also able to capture users’ screen activities
at random intervals (Tuscano and Koshy, 2021; Solairaj et al., 2016).

Integrity—-Malware can modify existing sensitive information
through unauthorized access. For example, malware can capture net-
work traffic and modify the packet information such as the source IP
address and the information being transmitted. Such an attack is called
a man-in-the-attack (MITM) which compromises the integrity of data
and it is often hard to detect it (Anon, 2021a).

Availability-A malicious program can launch denial-of-service at-
tacks (DoS) or distributed DoS attacks which initiate a series of un-
usual requests (generate massive network traffic) to flood the target
host or system, preventing it from being accessed by the authorized
users (Weisman, 2021). DoS attacks can disrupt the service in the
victim’s system or crash the entire system. The malicious program can
consume computer resources such as the amount of available disk space
and random-access memory (RAM) while trying to mine cryptocurren-
cies. Additionally, malware (e.g., ransomware) can encrypt and lock all
sensitive data and demand for a ransom to be paid before the data can
be decrypted and accessed again (Reshmi, 2021).

In particular, there exist some advanced malware programs that
can carry out more than one malicious activity, i.e., they can per-
form a combination of different cyber-attacks that can at the same
time compromise confidentiality, integrity, and availability of sensitive
data (Sikorski and Honig, 2012). For instance, modern ransomware can
encrypt and exfiltration sensitive data which could result in availabil-
ity and confidentiality being compromised (SOPHOS, 2021c). Another
example is a keylogger that records keyboard entries such as passwords
while updating itself and downloading remote Trojan malware that can
launch a DoS attack against the target.

According to Martin (2021) malware cyber-attacks can be mainly
accomplished through 7 steps, which are presented under what is called
the “Cyber Kill Chain framework (or model)”. This model has identified
the steps or phases through which hackers can accomplish or execute
malicious activities to achieve their objectives. More importantly, the
Cyber Kill Chain framework also allows cybersecurity analysts and
researchers to gain an understanding of attack mechanisms and strate-
gies, thereby enhancing attack mitigation procedures and increasing
the visibility of discovering the attack. These steps are summarized
in Fig. 2. Furthermore, Table 1 presents different types of well-known
malware.

2.4. Malware analysis techniques

Malware analysis plays a significant role in discovering patterns that
can be used to detect and prevent future threats. Important information
about the program or file is extracted during the program analysis,
and relevant patterns are later selected from the extracted information
to represent the suspicious program under analysis. That is, malware
analysis is one of the best ways to discover malicious characteristics
of malware programs. The main objective of carrying out malware
analysis is to extract relevant patterns from any suspicious file that
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Fig. 2. The cyber kill chain model showing the phases of a cyber attack (Martin, 2021).
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Fig. 3. Different types of malware analysis techniques in Windows malware detection.

Table 1
Types of existing malware and their malicious characteristics.

Malware type Malicious characteristics

Example of malware

Spyware Monitors and gathers user’s activities without noticing it Transponder (vx2)
Worms Perform self-replication over the network and spread to infect other systems Slammer
Backdoor Once implanted on the victim’s host, it allows hackers to gain full control over the ShadowPad
compromised host
Adware Potentially unwanted programs (PUP) that can display undesirable adverts and can Fireball
add spyware on the targeted device, alter the browser’s homepage, and bombard the
device with massive adverts
Virus Can replicate itself offline and once installed on the victim’s host, it modifies and Shlayer
infects other computer programs by inserting its malicious code
Keyloggers Can monitor users’ keystrokes and capture live screenshots without their consent. PunkeyPOS

Trojan Horses
send secret data to the cyber attacker

Pretend to be legitimate software by masquerading themselves. They can collect and

Rakhni Trojan

Rootkits Infect computers and disguise their presence while still actively performing malicious ZeroAccess
activities

Cryptojacking Once installed, this malware can mine and steal cryptocurrency wallets from other Coinhive
victims. It also consumes the victim’s system resources such as memory or CPU

Ransomware Encrypts and holds the victim’s confidential data until a ransom is paid RobbinHood

Botnet Can launch DDoS cyber-attacks, distributed spam and phishing emails Conficker

Fileless Malware It is a memory-based malware and utilizes other legitimate programs such as Astaroth

Windows PowerShell and Windows Management Instrumentation (WMI) to perform

its malicious activities

Obfuscated malware

It compresses and hides malicious code/component which is unpacked during

FlashUtil.exe

program execution. Obfuscation allows evading the analysis tools and detection

systems

can be utilized in responding to malware cyber threats. After the
analysis task is accomplished, the next step is to build malware de-
tection techniques using the selected patterns or features representing
malware and benign programs. The final output is a malware detection
technique with the ability to determine whether a particular program
or file intends to perform malicious activities or not. Static, dynamic,
memory, and hybrid analysis are different types of malware analysis
techniques (Singh and Singh, 2021; Maniriho et al., 2021) and details
on each technique are summarized in Fig. 3.

2.5. ML and DL algorithms for malware detection

In the early days of cybersecurity, the number of malware attacks
was extremely low, where simple detection mechanisms like manually
defined pre-execution filtering rules were sufficient to detect most
types of malware. Nevertheless, the rapid development of Internet
applications led to an explosion of a high number of malware attacks,
making it impossible/impractical to manually create detection rules
for each malware. This created the need for new advanced security
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Fig. 4. Machine learning and deep learning-based malware detection life cycle.

technologies. Consequently, global anti-malware security companies
shifted to machine learning and deep learning technologies, to enhance
the capability of their anti-malware classification products. ML and DL
algorithms have become the key components in today’s security prod-
ucts such as antivirus (AVs) and other threat-hunting tools (Coombs,
2018). These algorithms decide if a file/program is malicious or normal
(benign) based on the data they have been trained and tested on. In
Windows OS, these data may include strings, sequences of API calls,
file hash signatures, and processes that can be statically or dynamically
extracted from benign and malicious executable files.

ML and DL algorithms can solve supervised learning (learning from
labeled data) (Karbab and Debbabi, 2019; Maniriho et al., 2023), semi-
supervised (learns from a small number of labeled data and a large
amount of unlabeled data) (Gao et al., 2020), and unsupervised (learns
from unlabeled data) (Mohaisen et al., 2015) malware detection tasks,
making them crucial in protecting the current cyber infrastructures.
Reinforcement learning is another category of ML algorithm that fo-
cuses on the application/use of software agents to make a decision
in an environment and has been used for malware detection (Bidoki
et al.,, 2017). In Section 2.6, we discuss steps for building malware
detection techniques while current DL and ML-based techniques for
malware detection are presented in Sections 7 and 8.

2.6. Steps for building ML and DL-based malware detection techniques

Building techniques for detecting malware attacks involves several
steps to be followed. Malware detection techniques are systems de-
signed to determine if a file, program code, or suspected URL has
malicious intentions or not. ML and DL algorithms are mostly used to
build these systems and constitute an integral part of modern malware
detection systems. Therefore, the following are the main steps for build-
ing malware detection techniques. These steps show the development
life cycle of ML and DL-based malware detection techniques and they
are summarized in Fig. 4.

Samples acquisition—This step involves collecting malware and be-
nign samples to be used in the experiment. Benign samples can be col-
lected from online repositories such as CNET site (Anon, 2021b) while
malware samples can be collected from well-known public repositories
such as VirusTotal.*

Analyzing samples and extracting features—Setting up the analysis
environment, analyzing collected samples/programs, and extracting
raw features to represent benign and malware are performed at this
stage. Details of malware analysis approaches are presented in Sec-
tion 2.4 while different features that can be extracted throughout the
analysis are provided in Tables 4, 5, and 6.

4 https://www.virustotal.com/

Data pre-processing—This step involves cleaning the raw dataset
generated in step 2 to remove any inconsistencies such as missing
values, duplicate values, and other unwanted data. Numerical data
representation which is supported by machine learning or deep learning
algorithms is generated at this stage. This gives a good feature represen-
tation, which is passed to the next step to be scaled and select the best
features for building ML and DL-based malware detection techniques.

Data scaling and feature engineering—At this stage, the feature set
generated in the third step is fed to the data scaling module which
transforms/scales the data to bring values in the same intervals wher-
ever necessary. Thereafter, the scaled feature set is passed to the feature
engineering module which performs various feature engineering oper-
ations to select relevant features. One portion of the data is used to
train the detection technique and the remaining portion is used for
testing. Feature selection (also referred to as features’ dimensionality
reduction) can be accomplished using techniques such as truncated
singular value decomposition (truncated SVD) (Singh and Singh, 2020).
Further details on different feature selection techniques can be found in
these studies (Maniriho et al., 2021; Ye et al., 2017b). Nevertheless, it is
important to mention that different from traditional ML, feature selec-
tion is automatically performed when using DL algorithms, i.e., there
is no need to specify a feature selection technique.

Training the model—At this stage, an ML or DL-based model is
trained using the training set. All selected features representing mal-
ware and benign are used to train the malware detection model. It
is worth noting that training also involves hyperparameter tuning to
improve the model performance.

Testing the model—This stage involves testing the detection model
using unseen samples from the test set. It reveals the efficiency of the
trained model. If the model’s performance is satisfactory, it is validated
and then deployed to the production environment. The performance
can be evaluated by measuring several metrics that are crucial for
validating the detection technique and details on these metrics are
presented in Section 9.

Deploying and monitoring the model—Once the detection model
has been tested on unseen data, it is then deployed into the produc-
tion environment to protect end users’ devices from malware attacks.
Deployed models will also be monitored to observe any signs of errors
or performance degradation over time. Monitoring helps to ensure
that newly deployed malware detection models perform as expected
in production.

3. Previous surveys on windows malware detection

Due to significant advances in Windows malware detection, there
are several ML and DL-based malware detection techniques presented
in the literature. Many of these techniques were previously reviewed
to understand the research findings and advance the knowledge in
the area of malware detection. The examples of such review papers


https://www.virustotal.com/

P. Maniriho et al.

were presented in Ye et al. (2017b), Shah and Singh (2015), Ucci
et al. (2019), Or-Meir et al. (2019), Moussaileb et al. (2021), Gorment
et al. (2021), Pachhala et al. (2021), Singh and Singh (2021), Verma
and Sharma (2021), James and Sabitha (2021), Yadav et al. (2022).
However, new malware detection techniques continually appear in the
literature, creating the need for updated surveys. This section discusses
these related works (surveys) and highlights their limitations, which
motivated us to conduct this SLR study.

The review in Ye et al. (2017b) has presented an overview of
malware taxonomy and the need for malware detection in the indus-
trial sectors. The authors have discussed feature extraction approaches
(static, dynamic, and hybrid analysis) and other approaches such as
the one that represents malware samples with their semantics con-
tents. Different feature selection techniques and various data mining
methods (clustering and classification) for malware detection were also
presented. Nevertheless, this work did not explore important topics
such as malware deployment methods, public benchmark datasets,
various experimental biases, and some valuable research issues such
as adversarial learning attacks. Having been published in 2017, the
survey study in Ye et al. (2017b) lacks valuable knowledge, making it
outdated. In addition, the authors of this work did not follow a formal
approach such as the SLR approach while conducting their survey.

Some of the existing surveys are misleading and incomplete. For
instance, the work in Mane et al. (2022) claims to present a review
of malware detection methods based on deep learning, but their work
only cited four works that used deep learning. The authors also mis-
takenly categorize traditional ML algorithms as DL algorithms. Another
example is the survey carried out by Yadav et al. (2022) which covered
neither ML-based nor DL-based techniques for malware detection. Their
work only covered various categories of emerging malware and how
they attack network devices.

The work presented by Ucci et al. (2019) elaborated on feature
extraction techniques and discussed different features extracted in exe-
cutable files. This work has also reviewed several ML-based techniques
for malware detection including some of their limitations. Despite a
large compilation of ML-based related works, their study did not survey
any work that used DL algorithms to implement malware detection
techniques. Additionally, with their survey having only research ar-
ticles published until 2018, this survey is also outdated, given new
malware detection techniques presented in the literature since 2018.

Or-Meir et al. (2019) conducted a comprehensive survey that only
focused on advances in malware detection techniques based on dy-
namic analysis. Consequently, research studies related to static analysis
and hybrid analysis were not reviewed. In addition, some of the topics
covered in this work are also incomplete. For example, discussions
on topics such as emerging DL algorithms, performance metrics, and
experimental bias are missing in their survey. Similar limitations ob-
served in Or-Meir et al. (2019) are also found in the work presented
in Singh and Singh (2021). Although the work in Singh and Singh
(2021) discusses the use of some performance metrics (five metrics: true
positive rate, false positive rate, precision, accuracy, and AUROC), the
list is incomplete, with several metrics for evaluating malware detection
missing in their survey.

A survey on detecting malware attacks in Windows was presented
by Moussaileb et al. (2021). Their systematic review investigated
various attack vectors and attack stages employed by ransomware
to compromise the victim’s system. Different countermeasures were
also discussed including research gaps. However, Moussaileb et al.’s
work (Moussaileb et al., 2021) did not explore techniques for detecting
other categories of malware, limiting their work by only reviewing
ransomware detection-related studies.

The work in Maniriho et al. (2021) presented malware analysis
testbeds, malware analysis techniques, and different categories of ML
and DL algorithms for detecting malware attacks in Windows and
Android devices. The authors also presented dynamic malware analysis
tools supported by Windows, Android, and Linux operating systems.
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They have also presented existing repositories for benign and malware
samples including features extracted through dynamic analysis in both
Windows executable files and Android APK files. While this work sig-
nificantly explored malware detection, it was only limited to malware
detection based on malware dynamic analysis, ignoring relevant works
proposed on static and hybrid-based malware detection. Shah and
Singh (2015) also limited their work by only covering malware analysis
based on the dynamic analysis approach and presenting some dynamic
features used for malware detection.

Pachhala et al. (2021) conducted a study that reviewed malware
detection techniques developed using machine learning algorithms.
Nonetheless, their review did not deeply cover the use of existing DL-
based techniques. In addition, hybrid-based techniques were also not
reviewed. The works in Mira (2019), Chang et al. (2022) reviewed mal-
ware detection in Windows. Nevertheless, their scope was only limited
to API call-based techniques for malware detection which is a major
limitation, considering many features used to detect malware attacks in
Windows. Inayat et al. (2021) presented a survey that covered the types
of malware detection techniques. Their survey reviewed ML-based
techniques for malware detection. However, this work did not review
any DL-based techniques for malware detection. The review of ML-
based studies is also incomplete. While the survey presented in James
and Sabitha (2021) tried to cover different mitigation strategies (such
as categories of malware analysis and some features extracted from
executable files) to combat malware attacks, their work is also incom-
plete as it did not fully cover ML and DL-based techniques for malware
detection.

Our Survey: We use the systematic literature review approach to
extend the previous surveys and address their limitations. The SLR ap-
proach allows us to identify and select high-quality research papers that
are thoroughly reviewed to extract and synthesize relevant information
on malware detection in Windows desktop devices. Accordingly, 219
research papers published between 2009 and 2022 were selected, and
valuable information extracted from these papers is synthesized in this
SLR study. First, we presented a detailed background, enabling readers
to easily grasp various topics covered in this SLR study. Such topics
include malware detection techniques and their deployment methods.
Existing public benchmark datasets have been compiled and grouped
based on extracted features (features that are used to represent malware
and benign files). Moreover, this work presents the most prevalent ML
and DL algorithms that are employed for developing malware detection
techniques including eighteen (18) performance metrics. We also iden-
tified ten (10) critical experimental biases to be avoided when building
malware detection techniques. Finally, this work highlights limitations
encountered in the existing benchmark datasets and malware detection
techniques, and thereafter, it provides recommendations and future di-
rections. It is crucial to mention that other research issues that were not
fully explored in the previous surveys were also discussed. Accordingly,
Table 2 presents the number of papers reviewed in the previous surveys
and this survey. To the best of our knowledge, there is no other SLR
in the literature that adequately analyzed and systematized extracted
information from the existing works in Windows malware detection as
in this SLR.

4. Methodology for performing SLR in this work

In this work, we have followed the methodology presented in Br-
ereton et al. (2007) to conduct our systematic literature review (SLR)
on malware detection in Windows. A complete workflow/methodology
for performing our SLR is depicted in Fig. 5 and has three main stages
that are described below.
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Phase 1: Planning

Phase 2: Performing the review
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Fig. 5. Steps for performing a systematic literature review on Windows malware detection presented in this work.
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Table 2

Number of papers reviewed in the previous surveys and this work.

Survey study presented in Number of reviewed papers

Ye et al. (2017b) 184
Mane et al. (2022) 13
Yadav et al. (2022) 10
Ucci et al. (2019) 105
Or-Meir et al. (2019) 104
Singh and Singh (2021) 134
Moussaileb et al. (2021) 115
Maniriho et al. (2021) 178
Shah and Singh (2015) 12
Pachhala et al. (2021) 30
Mira (2019) 28
Chang et al. (2022) 47
Inayat et al. (2021) 44
James and Sabitha (2021) 34
This work 219

4.1. Phase 1: Planning

The planning phase involves identifying the study’s objective (or
goal) and defining appropriate protocols to be followed while per-
forming this review. Thus, we have defined the objective of this study
including the review process.

Objective of this study—As previously mentioned, the main objec-
tive of this study is to review the state-of-the-art studies on Windows
malware detection. This work synthesizes the knowledge from these
studies to better understand various malware detection topics and
identify new research issues for possible future research directions.
More specifically, this SLR study aims to address the research questions
defined in Section 4.2.1.

Review protocol—We employed the systematic literature review
approach to conduct our review on malware detection. Thus, the SLR
presented in this work is an in-depth/detailed structured literature
review that answers specific questions relevant to malware detection in
Windows. Each reviewed paper is systematically selected and assessed
based on a set of evaluation criteria. Specifically, we defined paper
search guidelines and criteria for paper inclusion and exclusion and
quality assessment, allowing us to identify the best papers and answer
specific questions designed in this work. These guidelines and criteria
are elucidated below in the second phase of the methodology.

4.2. Phase 2: Performing the review

The process for gathering the main papers from which relevant
information is extracted is determined during this phase. Following the
guidelines in Brereton et al. (2007), this phase is mainly accomplished
through the following five (5) sub-phases.

4.2.1. Formulating research questions

The SLR presented in this work is inspired by seven research ques-
tions (RQs). All RQs are related to malware detection in Windows.
They help to identify high-quality research papers and identify new
future research directions in this area. Consequently, we operationalize
the goal of this work by answering all defined RQs. These RQs are
presented below, and we also highlight why each research question is
relevant to detecting malware attacks.

RQ1: What are the types of malware detection techniques and their
deployment methods?

Investigating RQ1 is motivated by a wide range of works presented
in the literature. Thus, in order to understand and gain valuable in-
sights into detecting malware attacks in Windows, it is crucial that we
first identify categories of malware detection techniques (anti-malware
programs) including their strengths and weaknesses. It is also ideal to
discover how anti-malware programs are deployed into the end-user de-
vices to combat emerging malware attacks. We explored the correlation
observed between the development of malware detection techniques
and their deployments. Therefore, establishing such theoretical aspects
creates a solid foundation that leads to reaching the goal of this work.

RQ2: Which public benchmark datasets and features are used for
malware detection in windows desktop devices?

By exploring RQ2, we are particularly intrigued to explore various
public benchmark datasets that are used to train and test malware
detection techniques. We limit our scope to identifying datasets with
features extracted from Windows .exe files (malware and benign). Addi-
tionally, we delve into the limitations of these datasets and provide our
insights on how to address them in future works. It is also important to
highlight that without benchmark datasets, building malware detection
techniques becomes impossible.

RQ3: Which ML algorithms are mostly used for detecting malware
attacks?

Having investigated RQ2, it becomes essential to identify different
ML algorithms that are used to build malware detection techniques.
Thus, throughout RQ3, we thoroughly explore the existing literature to
identify emerging ML algorithms for malware detection in Windows.
Based on our observations from the literature, we also present the
research trends on the application of ML algorithms in this area of
malware detection.

RQ4: What current DL algorithms are employed to implement mal-
ware detection techniques?

Given the potential of deep learning algorithms in recent years, in
RQ4 we are specifically interested in identifying the most prevalent
DL algorithms for building malware detection techniques in Windows.
Therefore, existing DL-based works are analyzed to determine current
trends in the use of these algorithms and derive our recommendations.

RQ5: What are the existing evaluation metrics for assessing the per-
formance of malware detection techniques?

Motivated by the role of performance metrics in examining and
validating the performance of ML and DL-based malware detection
techniques, RQ5 has been defined to explore different performance
metrics presented in the literature. More importantly, we carefully
identify these metrics from the literature and then discuss how they
are used in various perspectives. We also mention their shortcomings
wherever applicable.
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RQ6: What are the critical experimental factors/biases in ML and
DL-based techniques for detecting malware?

The experimental results from the existing literature show signif-
icant performance achieved by ML and DL-based malware detection
techniques. As these techniques continue to emerge in malware de-
tection, RQ6 allows us to examine the existing works to discover if
they suffer from any experimental bias that could lead to inflated
results and affect the sustainability of the associated malware detection
technique. Therefore, we identify such biases and provide valuable
recommendations to avoid them in future experiments.

RQ7: What are the research challenges in windows malware analysis
and detection?

With this RQ, our goal is to rely on the research findings of this
SLR to discuss and highlight a set of research issues and possible future
directions for researchers in Windows malware detection. These issues
serve as new research avenues that could be explored in future works
to advance knowledge in this area.

4.2.2. Defining data sources and search strategy

Different sources of data (online databases or libraries) and key
terms/keywords to be used for querying each selected database are
defined in this sub-phase. Hence, papers to be used throughout our re-
view process were searched from six (6) well-known databases includ-
ing IEEE Xplore,” ACM Digital Library,® ScienceDirect,” SpringerLink,*
Web of Science,’ and Google Scholar.! We have also searched papers
from top international computer security conferences highlighted in Gu
(2022). These databases and conferences include up-to-date research
works from a wide range of literature on a particular research field or
discipline. Additionally, the selected databases were the same source
of information for similar survey papers in the discipline. For example,
they have been used in previous works presented in Ullah et al. (2018),
Suaboot et al. (2020a), Meijin et al. (2022) and Li et al. (2017). After
choosing the databases, we have defined the search terms that are
used to search papers in each database. We have applied the Boolean
expression-based approach that allows us to combine search terms
with expressions. These expressions include “AND”, or “OR”. Hence,
the following search terms were used to query each of the above
databases. (“machine learning” OR “deep learning” OR “Windows” OR
’static analysis“ OR “behaviour analysis” OR ‘“hybrid analysis” AND
(“malware detection” OR “malware classification”). After performing
all possible search combinations, we obtained 418 papers to go through
the next phase.

4.2.3. Paper selection criteria

This stage involves defining the criteria for paper inclusion and
exclusion. Hence, five inclusion criteria were defined to select related
papers from the list of all papers obtained from the databases. The
inclusion criteria are (1) whether the search terms are mentioned either
in the title, abstract, or keywords, (2) malware detection introduced
in the paper, (3) a new benchmark dataset has been presented in the
study, and (4) experimental analysis are presented in the paper (5)
the study has covered advances on malware detection. We have also
formulated several exclusion criteria that are used to remove/filter out
irrelevant studies from the list of papers. The exclusion criteria include:

+ Duplicate papers were removed

5 https://ieeexplore.ieee.org/

6 https://portal.acm.org/

7 https://www.sciencedirect.com/

8 https://link.springer.com/

9 https://www.webofknowledge.com/
https://scholar.google.com/

-
o
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Table 3
Quality assessment criteria.

# Defined quality assessment criteria

Are the goals of the study clearly stated?

Are the categories of malware detection techniques clearly explained?
Are malware deployment methods well discussed?

Did the study provide details of the dataset?

Is the proposed method clearly explained?

Are the experimental evaluations clearly presented and discussed?
Did the study clearly state performance metrics?

Does the research study contribute to this SLR?

0N DA WN -

All papers that are not written in English were excluded

Papers whose full text is not available

Posters/short notes and editorials

Studies that are not related to Windows malware detection were
excluded

Exclude studies that did not use ML or DL algorithms to build
malware detection techniques

All papers that fulfilled the inclusion criteria were included in the
set of papers to undergo the next phase while papers that did not fulfil
them were directly excluded from the list. Note that this process was
performed in order to determine relevant papers to be used to answer
all RQs. A total number of 320 papers were selected from the list after
this stage.

4.2.4. Defining quality assessment criteria

This part involves assessing each paper’s quality in the selected
papers after applying the inclusion and exclusion criteria. Our quality
assessment process is based on the work presented in Kitchenham
et al. (2009), which specifies how to formulate quality assessment
criteria and assign a quality score that specifies whether a particular
paper fulfils the assessment criteria or not. The same process was
adopted in the previous SLR study in Tummers et al. (2019). Therefore,
Table 3 shows our defined quality assessment criteria following these
works (Kitchenham et al., 2009; Tummers et al., 2019). We used a
Three-Point Scale (Yes, with a score = 1, partially = 0.5, and not
covered/No with a score = 0) to assess the quality of each paper. For
example, if the study’s goal was clearly mentioned in the paper, then we
give a score of 1, whereas if it was partially mentioned, a score of 0.5 is
given. A score of zero is given when there is no clear objective provided
in the study. All papers that scored below 4 were excluded to maintain
high-quality papers in the final set. As a result, 219 papers on malware
detection based on Windows executable files were selected to be used
in the final set of primary papers to review after performing the quality
assessment. Please note that the above steps were performed through
the collaboration of all authors. That is, the authors have agreed on
individual steps of the methodology and inclusion of the papers.

4.2.5. Extracting and synthesizing data

The process for extracting relevant data from each selected study
is performed during this phase. Relevant information was extracted
based on variables/dimensions presented in Fig. 6, which help to
categorize extracted data. After the extraction of data, authors classified
all data based on the defined RQs, which resulted in quantitative data
synthesized to derive relevant insights from the findings. It is worth
mentioning that only RQ1, RQ5, RQ6, and RQ7 require qualitative data
instead of quantitative data.

4.3. Phase 3: Reporting the results

We conducted an in-depth SLR, which produced significant results
on malware detection in Windows. Thus, the reporting phase sum-
marizes our results/findings and provides answers to all RQs defined
in this work. This is very important as answering all RQs ensures
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Fig. 6. Different information extracted from the selected papers while performing our SLR.

that our goal has been reached. The results are based on the selected
papers published between 2009 and 2022, and our research findings
are presented in Sections 5-11. Throughout reporting, we also provide
our insights and recommendations relevant to advancing research in
this area of malware detection.

5. Types of malware detection and their deployment methods
(RQ1)

In this section, we present different types of malware detection tech-
niques including their strengths, weaknesses, and deployment methods.
We also provide insights on issues that impede the deployment of
malware detection techniques.

5.1. Types of malware detection techniques

Security solutions use different detection techniques to detect and
prevent malware programs from achieving their objectives. Follow-
ing our analysis of existing works, static-based, behaviour-based, and
hybrid-based techniques are the main categories of malware detection.

5.1.1. Static signature-based detection technique

This type of malware detection technique mainly relies on a main-
tained database of known malware static signatures. It detects any
suspected program by matching its signatures with those stored in the
database (Carlin et al., 2019). Signatures are common characteristics
or continuous sequences that are common for certain malware files.
Opcode (such as MOV, ADD, SUB, JNZ, JE, JC, and PUSH), hash
value (a unique identifier for each file), and information from the
executable header (field value, entropy of section, printable strings, size
of section), strings and function calls are examples of static signatures
that can be extracted from Windows executable (.EXE) files using
tools such as IDA Pro disassembler, PeExplorer, Pestudio, FileAlyzer,
Exeinfo PE, Hash Generator, PEView, and CFF Explorer (Santos et al.,
2013a; Nissim et al., 2014; Singh and Singh, 2021). It is crucial to
mention that antivirus (AV) tools depend on signature-based techniques
to detect malware. Thus, antivirus software vendors keep updating and
refreshing their databases of signatures so that they can accurately keep
track of new malware signatures. Signature-based detection techniques
can detect known malware with a high detection rate and a low false-
positive rate. However, their major disadvantage is that they cannot
detect unknown malware as there is no corresponding or similar signa-
ture in the database. Moreover, malware development approaches such
as polymorphism, obfuscation, metamorphism, and packing can easily
evade or bypass signature-based malware detection systems (Catalano
et al., 2022; Cesare et al., 2013), making them ineffective for unknown
and advanced malware.

5.1.2. Behaviour-based detection technique

Unlike the signature-based detection technique, the behaviour-
based technique detects both known and zero-day malware. It uses
behavioural activities/patterns to detect malware. Such activities may
include but are not limited to deleting, creating, or altering systems file
operations. In addition to system file modification, malware can modify
network addresses such as DNS, and IP addresses. Analysis tools such
as sandboxes (e.g., Cuckoo sandbox), Wireshark, ProcMon, FakeDNS,
Regshot, and Process Explorer are used to monitor and capture be-
havioural characteristics of malware and benign EXE files (Singh and
Singh, 2021; Maniriho et al., 2021). Behaviour-based detection tech-
niques flag any deviations from normal activities as malicious, allowing
them to detect known and zero-day malware attacks as the detection is
based on the program’s behaviours instead of static signatures (Abbasi
et al,, 2022; Li et al., 2022b). Malware behaviour can be captured
through dynamic or memory analysis techniques. However, behaviour-
based techniques are prone to a high false-positive rate, and they
require more training time than signature-based techniques. Different
behaviour-based techniques are presented in Sections 7 and 8.

5.1.3. Hybrid detection techniques

Hybrid detection techniques incorporate the functionality of more
than one detection technique to detect malware. For example, the
work in Susanto and Munawar (2016) has implemented AHMDS, a
hybrid malware detection technique that uses both signature-based
and behaviour-based techniques to detect malware. A hybrid malware
detection system based on deep neural networks for the cloud was
proposed in De Paola et al. (2018). Their detection model can deal with
big data while detecting different malware variants. The research works
in Gupta et al. (2018), Santos et al. (2013b) have also presented hy-
brid techniques for malware detection. Hybrid techniques can perform
well over a single technique, however, they can be computationally
expensive.

5.2. Deploying malware detection techniques

In this section, we discuss different techniques for deploying mal-
ware detection techniques across organizational computer networks.
Accordingly, throughout our review process, we have identified three
main categories of deployment methods reported in the existing lit-
erature. These categories of deploying malware detection techniques
are discussed below and are summarized in Fig. 7. Accordingly, mal-
ware detection systems can be deployed using three main approaches,
namely, host-based, network-based, and cloud-based approaches.

5.2.1. Host-based malware detection systems (H-MDSs)

Host-based malware detection relies on a security software/program
installed on individual devices that detects and prevents each device
from malware infections. An H-MDS monitors programs or applications’
real-time activities such as running processes and services, system
calls, file system activities (e.g., created files, deleted and modified
files, changed paths, and newly installed programs), and other un-
usual activities such as unexpected disk space consumption or loss,
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Fig. 7. Types of malware detection techniques and their deployment methods.

excessive use of CPU, and main memory (random access memory),
to name a few (Dai and Kuo, 2007; Kolbitsch et al., 2009). They
perform routine system scans to detect and remove malware in the
system. Programs such as anti-virus (or anti-malware), traditional and
modern/next-generation firewalls, and other advanced endpoint de-
tection programs are directly deployed in the device to work at the
host level. For example, Windows operating systems (OS) have built-in
Windows Defender, a Microsoft anti-malware program (Anon, 2021e).
Nonetheless, this type of security solution requires extensive resources
as the anti-malware program is typically deployed locally on each
device. A host-based malware detection technique has the potential to
detect known attacks but may be less effective at detecting and stop-
ping new/unknown malware attacks from infecting the network and
devices. Moreover, it is important to mention that as an organization
grows, it can be very challenging to scale host-based malware detection
solutions. Host-based techniques are also not updated in real-time and
it may take longer to get new updates that contain patterns for newly
discovered malware.

5.2.2. Network-based malware detection system (N-MDSs)

N-MDSs are deployed on the corporate network or on-premises to
monitor all suspicious events that could lead to a compromise (Oll-
mann, 2020). They can monitor all incoming and outgoing network
traffic on a given corporate network and block any suspicious activity
that intends to compromise the victim’s system. The N-MDSs can be
installed on a specialized network router or on another hardware server
that monitors the remaining client devices on the network. Some of the
N-MDSs are passive (they filter network traffic and generate an alert
when unusual traffic is detected and do not block it) while others N-
MDSs are active (they filter, detect, and block malicious traffic). An
active N-MDS is referred to as a malware prevention system (M-PS) or
active N-MDS. An M-PS is often deployed alongside a passive N-MDS.
Furthermore, in order to discover advanced malware attacks and in-
crease threat visibility, some organizations use N-MDS in combination
with a host-based malware detection system and security information
and event management (SIEM) (IBM, 2021), which gathers, aggregates,
and analyses multiple security events from different sources.

5.2.3. Cloud-based malware detection systems (cloud-based MDSs)
Cloud-based MDSs are designed and deployed to work in cloud
environments to enhance the performance of malware detection for
personal computers (laptops and desktops), servers, and mobile devices
as well as the overall security of an organization (Yadav, 2019; Aslan
et al.,, 2021). Cloud-based MDSs use powerful detection engines and
large databases to detect malware attacks. They rely on remote servers
deployed on the cloud to analyze network traffic data and detect po-
tential malware threats. Cloud-based malware detection solutions can
detect known and unknown attacks more efficiently. They allow mon-
itoring, tracing, and gathering of behavioural characteristics (traces)
of the same malware through multiple executions. This approach also
has the potential to identify malicious patterns and behaviours from

multiple devices that may reveal an attack. More importantly, cloud-
based malware detection solutions do not require extensive resources
on each device. Their signature databases and behavioural characteris-
tics are updated in real-time, making them more scalable and efficient
than hosted-based solutions (Yadav, 2019). As a result, the cloud anti-
malware market is rapidly growing, as many organizations benefit
from emerging distributed computing technologies to provide enhanced
protection. Bitdefender Total Security, Malwarebytes Nebula, Avast
Business Hub, Webroot SecureAnywhere Internet Security, Microsoft
Defender for Endpoint, and Kaspersky Security Cloud are examples of
cloud-based MDSs. Nevertheless, cloud-based anti-malware programs
also have limitations such as privacy and security as sensitive data can
be stored and analyzed in the cloud (outside on-premises servers).

5.3. Discussion: From development to deployment

While several malware detection techniques have been proposed
and evaluated in the literature, many of these techniques are not
deployed in a real-world production environment. Deploying such tech-
niques is very important to ensure their robustness. In this subsection,
we discuss the main reasons that prevent many of the existing malware
detection techniques from being deployed in real-world environments
to allow real-time detection.

+ Limited resources to support deployment: It takes time and re-
quires many resources (such as computing power and storage) to
deploy new technologies such as malware detection techniques in
organizational systems. This is because real-world deployment of
malware detection techniques is typically cost-effective and requires
practical solutions that can be integrated into existing systems. Con-
sequently, many academic researchers lack the resources to deploy
their proposed techniques.

Lack of scalability: Many authors have used small datasets generated
from controlled/simulated environments such as sandbox-based dy-
namic analysis environments which generate synthetic datasets that
may not represent the characteristics of a malware program in a real-
world environment. When such malware detection techniques are
tested on datasets from real-world scenarios, they may not effectively
be scalable to process high volumes of data extracted from thousands
of malware samples. Unfortunately, most of the real-world datasets
for developing malware detection techniques are not publicly acces-
sible to security researchers, which limits the scalability of existing
techniques.

Limited real-world validation: Malware detection techniques that
achieve good performance in a research setting may struggle with
the rapidly emerging modern malware landscape. Hackers constantly
develop new malware samples that can in many cases widely vary in
terms of complexity and sophistication. Thus, without robust valida-
tion of existing malware detection techniques in real-world scenarios,
there is a high possibility that these techniques proposed in academic
research could miss new advanced malware, exposing and making
organizations vulnerable to malware attacks. As a result, future works
may focus on the development and deployment of the proposed
malware detection techniques.
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Table 4
Existing public benchmark datasets for training and testing malware detection techniques in Windows.
Reference Year Extracted features No. Benign No. Malware Total size
CSDMC2010 dataset 2010 API call sequences 320 68 388
(Anon, 2022a; Amer and
Zelinka, 2020)
Mallmg (Nataraj et al., 2011 Binary images generated from 25 families of executable files - 9,339 9,339
2011; Anon, 2022¢)
Malicia (Nappa et al., 2013 Binary images of executable files 2,819 11,368 14,187
2013)
Ki-dataset by Ki et al. 2015 Sequences of API call 300 23,080 23,380
(2015), Anon (2021d)
Microsoft BIG2015 2015 Static features such as function calls, hash value, strings, - More than 20k -
(Ronen et al., 2018) hexadecimal representation, symbolic machine code, and
metadata
RISS-Ransomware from 2016 Behavioural features like registry key operations, API calls, 942 582 1,524
Sgandurra et al. (2016), directory operations, file system operations, set of file operations
Anon (2022d) performed per file extension, and dropped files extracted from
ransomware
Paquet-Clouston et al. 2018 7,222 Bitcoin addresses representing 67 ransomware families - - -
(2019)
Anderson and Roth 2018 Static features from portable executable (PE) header such as 550k 550k 110k
(EMBER) (Anderson and general file information (e.g., the file’s virtual size, imported
Roth, 2018) and exported functions, list of string, target machine, DLL
characteristics, byte entropy, and byte histogram, etc.
Allan and John-dataset 2018 API call sequences 100 687 787
(Allan and Ngubiri,
2021)
Ceschin et al. (2018), 2018 API call sequences 21,092 29,063 501,55
Anon (2021c)
Dynamic-d (Nunes, 2022) 2018 API call sequences 1000 1000 2000
Kim-D (Kim, 2018) 2018 API call sequences 151 69 220
(Amer and Zelinka,
2020)
Oliveira’s dynamic 2019 API call sequences 1,079 42,797 43,876
dataset (Oliveira and
Sassi, 2019b,a)
Oliveira’s static dataset 2019 Static features from PE Section Header (hash values, size of 1,725 41,568 43,293
(Oliveira, 2019a) data, virtual address, entropy, and virtual size)
Win-API calls by Catak 2019 API call sequences - 7,107 7,107
et al. (2020)
P.Rumao (Rumao, 2022) 2019 Binary hexadecimal and DLL calls 72 301 373
Raw executable grayscale 2019 Images of malware and benign generated by converting raw 2584 49376 50,318
Images (Oliveira, 2019b) executable byte stream to grayscale images of size 32 by 32 and
then flattened to vectors of 1024 bytes for each image
MaleVis (Anon, 2022c) 2019 Byte images of 25 classes of malware and 1 class of benign. All - - 14,226
images were resized to obtain two different square size
resolutions (300 by 300 and 224 by 224). The dataset has 9100
training and 5126 validation images
CLaMP (Kumar et al., 2019 Static features extracted from PE headers. Features include the 2488 2722 5210
2019; Anon, 2022b) size of the file, entropy, packer information, section alignment,
and size of image
Trinh (Trinh, 2021) 2021 API call sequences 750,000 800,000 1,55M
Saridou et al. (2021) 2021 Images of malicious binaries - Over 40,000 -
BODMAS (Yang et al., 2021 Different static features 77,142 57,293 134,435
2021a)
Berrueta (Berrueta et al.,, 2021 Behavioural features (network traffic like DNS and TCP data as - More than 70 -
2020) well as operations performed by the ransomware variant while ransomware
encrypting shared files’ directory) samples
Sihwail et al. (2021) 2021 Memory behavioural features including API calls, DLLs, process 966 2,502 3,468
handles, network traces, injected malicious processes, and
privilege feature (process permissions)
RanSAP (Hirano et al., 2022 Behavioural features from ransomware and benign files - - -
2022)
MalBehavD-V1 (Maniriho 2022 Sequences of API calls extracted from executable files 1,285 1,285 2,570

et al., 2022)
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Table 4 (continued).
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Reference Year Extracted features No. Benign No. Malware Total size
Ransomware-dataset 2022 Features from process memory images (Read, Read/Write, 354 117 471
(Singh et al., 2022) Read/Execute, Read/Write/Copy, Read/Write/Execute and

Read/Write/Execute/Copy )
CIC-MalMem-2022 2022 Potential injected code, DLLs, processes, handles and API hooks 29,298 29,298 58,596
(Carrier et al., 2022) from memory images of obfuscated executable files
Li et al. (2022b) 2022 API call Sequences 2000 2000 4000
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Fig. 8. (a) Number of public benchmark datasets produced per year (from 2011-2022) and (b) Main groups of benchmark dataset.

Source: Data from Table 4.
6. Benchmark datasets and extracted features (RQ2)

This section provides existing datasets for evaluating ML and DL-
based malware detection techniques. It also highlights their limitations
and provides our recommendations on how to address them.

6.1. Existing datasets for malware detection

A good dataset extracted from benign and malware programs is
required to evaluate and validate the performance of malware detection
techniques, making the dataset a valuable component in designing
and implementing modern anti-malware systems. Nevertheless, most of
the datasets used for detecting malware attacks in recent commercial
security programs/anti-malware systems are not publicly accessible.
This makes acquiring a valuable dataset one of the utmost concerns
and in many cases, researchers in the area of malware analysis and
detection must create their datasets for training and testing their de-
tection techniques. Moreover, many researchers do not also share their
experimental datasets. Consequently, only a few benchmark datasets of
benign and malware samples have been made free for public use.

VirusTotal, VirusShare,'! and other repositories (see Tables 5 and
6) are examples of online repositories where malware samples can
be publicly accessed. VirusTotal also offers access to a shared folder
for academic researchers, however, researchers must submit an official
request in order to be granted access to the folder. VirusTotal also
provides academic researchers access via its application programming
interface (API).

Sophos and ReversingLabs also contributed to developing malware
detection techniques by releasing SoReL-20M,'* a new public dataset
of malware executable program files. There also exist public bench-
mark datasets extracted from benign and malware executable programs
which are freely available for public use. Some of these datasets were
shared by Security companies while others were shared by cybersecu-
rity researchers on Github,'® Kaggle,'* or other platforms. Accordingly,

11 https://virusshare.com/

12 https://ai.sophos.com/2020/12/14/
13 https://github.com/

14 https://www.kaggle.com/
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we have identified 29 public benchmark datasets of benign and mal-
ware executable files in Windows. We have grouped these benchmark
datasets into six groups based on the types of features (e.g., static or
dynamic) extracted from benign and malware executable files. Details
on each benchmark dataset can be found in Table 4 which shows when
the dataset was released (year), extracted features, and the number of
benign and malware files that were analyzed. Table 4 also shows the
size of each dataset.

The first group includes 11 datasets of sequences of API calls
extracted through the dynamic analysis approach (CSDMC2010 dataset
(Anon, 2022a), Ki-dataset by Ki et al. (2015), Allan and John-dataset (Al-
lan and Ngubiri, 2021), Ceschin et al. (Ceschin et al., 2018; Anon,
2021c), Dynamic-d (Nunes, 2022), Kim-D (Kim, 2018), Oliveira’s dy-
namic dataset (Oliveira and Sassi, 2019b,a), Win-API calls by Catak
et al. (2020), Trinh (2021), MalBehavD-V1 (Maniriho et al., 2022),
and Li et al. (2022b)). The second group has 6 datasets with different
static (multi-static) features (Microsoft BIG2015 (Ronen et al., 2018),
Anderson and Roth (EMBER) (Anderson and Roth, 2018), Oliveira’s
static dataset (Oliveira, 2019a), P.Rumao (Rumao, 2022), CLaMP (Ku-
mar et al, 2019), and BODMAS (Yang et al.,, 2021a)) while the
third group has 5 datasets with binary images of executable files
(Mallmg (Nataraj et al., 2011), Malicia (Nappa et al., 2013), Raw PE
grayscale Images (Oliveira, 2019b), MaleVis (Anon, 2022c) and Saridou
et al. (2021)). The fourth group has 3 memory analysis-based datasets
(Sihwail et al. (2021), Ransomware-dataset (Singh et al., 2022), and
CIC-MalMem-2022 (Carrier et al., 2022)) and the fifth group has three
datasets with multi-behavioural/dynamic features (RISS-Ransomware
from Sgandurra et al. (2016), Berrueta et al. (2020) and RanSAP (Hi-
rano et al., 2022)) while the sixth group has 1 benchmark dataset of
ransomware bitcoin addresses (Paquet-Clouston et al. (2019)).

Fig. 8(a) shows the number of datasets produced per year from
2010-2022 (data from Table 4) where several datasets were produced
in 2019 (7 datasets) and 2018 (6 datasets). The remaining datasets were
produced in 2010 (1 dataset), 2011 (1 dataset), 2013 (1 dataset), 2015
(2 datasets), 2016 (1 dataset), 2021 (5 datasets), and 2022 (5 datasets).
On the other hand, Fig. 8(b) shows the above 6 groups of these datasets
including the number of datasets in each category where the datasets
based on Windows API call sequences were the most produced over
other datasets. In Table 4, the dash (-) indicates that the details were
not provided in the dataset description.


https://virusshare.com/
https://ai.sophos.com/2020/12/14/
https://github.com/
https://www.kaggle.com/
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network operations, and mutexes

Table 5
Machine learning-based techniques designed for malware detection in Windows.
Study Year Malware collected from Extracted features ML algorithm Detection type
Static Dynamic Hybrid
Attaluri et al. (2009) 2009 VXHeaven Opcode sequences HMM v
Sami et al. (2010) 2010 VxHeavens Sequences of API calls RF 4
Runwal et al. (2012) 2012 Next Generation Virus Opcode sequences HMM v
Construction Kit (NGVCK)
Ravi and Manoharan (2012) 2012 VXHeavens Sequences of API calls (4-grams) SVM, NB, and DT v
Shabtai et al. (2012) 2012 VXHeavens Opcode sequences (2-gram features) RF v
Eskandari et al. (2013) 2013 VirusSign API calls sequences DST, SVM (SMO), NB, RT, v
and RF
Santos et al. (2013b) 2013 VxHeavens opcode sequences and their frequency, RF, J48, KNN, SVM, and NB v v v
network operations, processes
manipulations, threads, file operations,
registry keys, and web browsing history
Baysa et al. (2013) 2013 Second Generation Virus Opcode sequences HMM v
Generator (G2) and Next
Generation Virus
Construction Kit (NGVCK)
Alazab (2015) 2015 VXHeavens Sequences of API calls and their KNN v
frequencies
Pluskal (2015) 2015 AVG Company Running Processes SVM 4
Shijo and Salim (2015) 2015 VirusShare Printable strings and sequences of API SVM and RF 4 4 v
calls
Pirscoveanu et al. (2015) 2015 VirusShare Sequences of API calls, DNS requests, RF v
mutexes, accessed files, and registry keys
Annachhatre et al. (2015) 2015 Malicia Project Opcode sequences HMM v
Sgandurra et al. (2016) 2016 RISS-Ransomware File System operations, file extensions, SVM and NB v
sequences of API calls, registry key
operations, directory operations, strings
and dropped files
Singh et al. (2016) 2016 Malicia Project Opcode sequences SVM and HMM v
Huda et al. (2016) 2016 Honeypot and Vxheaven Static API calls SVM 4
Hansen et al. (2016) 2016 VirusShare and VXHeavens DLLs and sequences of API calls RF v
Fan et al. (2016) 2016 Vxheaven Instruction sequences All-Nearest Neighbour v
(improved KNN) classifier
Vemparala et al. (2016) 2016 - Dynamic sequences of API calls and HMM v v
opcode sequences
Chen et al. (2017a) 2017 VirusShare API call sequences RF, SVM, NB, and LR v
Damodaran et al. (2017) 2017 - API Call sequences and Opcode HMMs 4 4 v
sequences
Huda et al. (2017) 2017 Honeynet Project and Static API calls SBLR v
VXheavens
Liu et al. (2017) 2017 VX Heavens, ESET NOD32, Opcodes, import functions, and grayscale NB, RF, KNN, GBM, and SVM v
and Threat Trace Security  images
Rathore et al. (2018) 2018 Malicia Project Opcode frequency RF v
Shaukat and Ribeiro (2018) 2018 VirusShare Multi-static and dynamic features from GBT, LR, SVM with v
executable files Gaussian-Kernel, RF, and NNs
Jerlin and Marimuthu (2018) 2018 APIMDS-dataset (Ki et al.,  API call sequences MNB v
2015)
Mehnaz et al. (2018) 2018 Open Malware, VirusTotal, File type, sequences API call, entropy, RF, NB, LR, and DT v
Zelster, VXVault, and and other features
MalcOde
Baldwin and Dehghantanha 2018 Opcode sequences SVM (SMO) v
(2018)
Poudyal et al. (2018) 2018 VirusShare, VirusTotal, and DLLs and assembly instructions RF, Adaboost with J48, LR, v
Z0O NB and SVM
Stiborek et al. (2018) 2018 AMP ThreatGrid Registry operations, file system changes, RF v

13

(continued on next page)



P. Maniriho et al.

Table 5 (continued).
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Study Year Malware collected from Extracted features ML algorithm Detection type
Static Dynamic Hybrid
Al-rimy et al. (2018) 2018 VirusShare Sequences of API call Ensemble of SVM v
Han et al. (2019) 2019 VirusShare Hybrid sequences of API calls RF, DT, KNN and XGBoost v v v
Sun et al. (2019) 2019 Vxheaven and Microsoft Opcode sequences KNN, DT, Adaboost, RF, v
BIG2015 Bagging, and NNs
Walker and Sengupta (2019) 2019 - Sequences of API calls and their DT, RF, LDA, LR, KNN, CRT, v
frequencies (extracted from Windows PE GNB, and SVM
files)
(continued on next page)
Table 5 (continued).
Study Year Malware collected from Extracted features ML algorithm Detection type
Static Dynamic Hybrid
Sihwail et al. (2019) 2019 VirusTotal and Das Sequences of API calls SVM, NB, DT, RF, and KNN v
Malwerk
Rabadi and Teo (2020) 2020 Malshare Website Sequences of API calls XGBoost, SVM, DT, and RF v
Ahmed et al. (2020) 2020 VirusTotal and VirusShare  Sequences of API calls KNN, LR, SVM, RF, and DT v
Amer and Zelinka (2020) 2020 CSDMC(C2010, Ki-dataset, Sequences of API calls HMM v
Allan and John-dataset and
Win-API calls
Singh and Singh (2020) 2020 VirusShare and Contagio File operations, modifications from AdaBoost, Random Forest, DT, v
registry key, URLs and network GBM and SVM
activities, sequences of API calls and
printable strings
Euh et al. (2020) 2020 Malwares Sequences of API calls, DLLs, Opcode Ensemble classifiers (RF, Extra +
sequences, and WEM (Window Entropy  Tree, XGBoost, RT, and
Map) image Adaboost).
Suaboot et al. (2020b) 2020 Virusshare Sequences of API calls Sub-Curve HMM and RF v
Usman et al. (2021) 2021 Collected through Network activity features SVM, NB, DT, and Mini Batch v
Honeypot K-Means
Kundu et al. (2021) 2021 EMBER dataset Static features extracted from executable LightGBM v
files
Kamboj et al. (2022) 2022 Microsoft BIG2015 Various static features XGBoost, DT, RF, Adaboost, v
K-Means, and GBM
Kakisim et al. (2022) 2022 VXHeavens Opcode sequences SVM and RF v
Kumar et al. (2022) 2022 Mallmg Global features from binary images SVM, RF, KNN, NB, and Extra v
Tree classifier
Nawaz et al. (2022) 2022 Win-API calls by Catak Sequences of API calls SVM, RF, kNN,NB, J48, v
et al. (2020) NBMText, and SGDText
Almashhadani et al. (2022) 2022 - Network traffic features DT, KNN, SVM, and LDA v
Finder et al. (2022) 2022 VirusTotal Sequences of API calls and call time SVM, RF, NB and LR v
interval
Park et al. (2022) 2022 KISSA Multi-static features XGBoost 4
Abbasi et al. (2022) 2022 RISS-Ransomware from Various dynamic features RLR, RF, DT, SVM, and KNN v
Sgandurra et al. (2016)
Gao et al. (2022b) 2022 EMBER and FFRI Multi-static features LightGBM v
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Fig. 9. The number of selected ML-based studies per (a) year of publication and (b) per the type of detection technique (static-based, dynamic-based, and hybrid-based detection).

Source: Data from Table 5.
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6.2. Discussion: Our insights on existing datasets

Below we highlight different issues encountered in the existing
benchmark datasets for malware detection and provide our recommen-
dations, allowing researchers to improve new datasets.

+ Incomplete details on dataset: We found that some datasets lack
valuable details, making them incomplete. For instance, the dataset
in Nataraj et al. (2011) did not provide benign images of executable
files. Another example can be found in Catak et al. (2020), where the
authors have only shared a benchmark dataset of API call sequences
that only represent malicious executable files. The description of
datasets in Ronen et al. (2018), Paquet-Clouston et al. (2019), Anon
(2022c¢), Berrueta et al. (2020) and Hirano et al. (2022) is also
incomplete. Consequently, providing a full description of the dataset
must be considered for new dataset generation as failure can lead to
inconsistent experimental results.

Temporal split of malware samples: Many of the existing datasets
were shared without a timestamp of each malware file. This chal-
lenges the time-based split (also called temporal split) for training
and testing samples. Moreover, most of the existing datasets are im-
balanced (refer to Table 4) where malware samples significantly out-
number benign samples. Unfortunately, such datasets are unrealistic,
considering the experimental biases discussed in Section 10.
Dataset of API call sequences: We discovered that the datasets of
API call sequences were more produced than other datasets in Win-
dows malware detection, indicating their potential in distinguishing
benign from malware executable files.

Hybrid benchmark dataset: We did not come across any hybrid
dataset with static, dynamic, or memory features. Thus, we expect
this type of dataset to be produced in future works as they are
valuable for building hybrid malware detection techniques.

15

- Dataset size: Some datasets in Table 4 have a small number of benign
and malware samples, making them unsuitable for evaluating DL-
based malware detection techniques as DL algorithms require big
datasets when training them to avoid overfitting and underfitting. As
a solution to this challenge, data augmentation techniques (Shorten
and Khoshgoftaar, 2019) can be used to extend the size of such
small datasets. In addition, they can also be extended by adding new
features extracted from recent malware variants.

- Dataset maintenance: Most of the datasets in Table 4 are not reg-
ularly updated to include features extracted from newly discovered
malware. Thus, keeping these datasets updated is required to allow
the detection of new malware.

7. ML-based malware detection techniques (RQ3)

This section discusses emerging ML techniques for malware detec-
tion. It also provides further discussion and our insights on the results
in Section 7.2.

7.1. ML-based malware detection techniques

Over the past few years, machine learning algorithms have been
widely applied in cybersecurity to detect and classify malware threats.
They have achieved significant results, making them one of the promi-
nent solutions to address the challenge of malware threats, which
have been devastating many enterprises globally. ML algorithms highly
depend on the extracted features representing malware and benign files
to detect known and zero-day malware attacks when they are well-
trained. In particular, there have been significant works on the use
of ML algorithms to design advanced malware detection techniques.
Hence, different state-of-the-art studies that used ML algorithms have
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been reviewed, and the results are reported in this section. Accordingly,
Table 5 summarizes ML-based techniques compiled from the existing
works.

As presented in Table 5, each study was carefully reviewed and an-
alyzed based on our SLR guidelines presented in Section 4. Thus, valu-
able information such as the year of publication, the dataset/malware
repository, feature representation, ML algorithms, and the category of
each detection technique (static, dynamic, or hybrid-based technique)
were extracted. Fig. 9(a) shows the number of selected studies per year
(from 2009 to 2022) while Fig. 9(b) shows the number of studies per
the type of malware detection. Only one ML-based study was observed
in 2009, while many studies were found in 2022, showing continuous
interest in ML-based techniques for malware detection in Windows. As
shown in Fig. 9(b), among the selected studies, 25 studies are static-
based techniques, 29 are dynamic-based techniques, and only seven
studies are hybrid-based techniques. It is also worth noting that several
ML algorithms have been used in existing work and in many cases, more
than one algorithm was used in one study.

Fig. 10 depicts different ML algorithms that were identified and it
also shows the number of studies in which the algorithm has been used
to implement malware detection techniques. As shown in Fig. 10, these
ML algorithms include Decision Stump (DST), Random Tree (RT), Step-
wise Binary Logistic Regression (SBRL), Gradient Boosting Tree (GBT),
Multi-dimensional Naive Bayes (MNB), Bagging (also called Bagging
ensemble), Classification and Regression Trees (CRT), Gaussian Naive
Bayes (GNB), Extra Trees (EXT), Rotation Tree (R-tree), K-Means, Mini
Batch K-Means, Naive Bayes Multinomial Text (NBMText), Stochas-
tic Gradient Descent Text (SDGText), Regularized Logistic Regression
(RLR), Gradient Boosting Model (GBM), Traditional Neural Networks
(NNs or Simple NN), Linear Discriminant Analysis (LDA), LightGBM,
J48 Decision Tree (J48), Adaboost, XGBoost, Logistic Regression (LR),
Hidden Markov model (HMM) and sometimes referred to as Hidden
Markov Chain, K-Nearest Neighbour (KNN), Naive Bayes (NB), and
Decision Trees (DT).

7.2. Discussion: Our insights on the results

ML is gaining more popularity: As shown in Fig. 9(a), the appli-
cation of ML algorithms in implementing security solutions has been
steadily increasing over time, indicating an ongoing research trend in
the use of these algorithms to detect malware attacks in Windows.
Most popular ML algorithms: The results of our investigation show
that Support Vector Machine and Random Forest are the most widely
used ML algorithms in malware detection. These can be seen from the
results presented in Fig. 10.

Opcode and API call-based techniques: We found that several
studies have relied on features of opcodes and API calls to implement
their malware detection techniques. Thus, we expect to see new
malware detection techniques based on these features in future works.
Dynamic and Hybrid-based techniques: While the analysis shows
high interest in dynamic analysis-based malware detection over static
analysis-based detection, hybrid feature-based malware detection
techniques were not fully explored in Windows.

Experimental Dataset Missing: Some authors have mentioned fea-
tures they used in their works, but the datasets used for training and
testing were not specified, which can complicate reproducing their
experimental results. Providing a detailed description of the dataset
is crucial to allow performance comparison which helps to determine
the potential of newly proposed malware detection techniques.

8. DL-based malware detection techniques (RQ4)

This section responds to RQ4. We present emerging DL algorithms
that were used to implement malware detection techniques in Win-
dows. We also provide our observations and insights on the research
trends on DL-based malware detection.
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8.1. DL-based malware detection techniques

Artificial intelligence (AI) has made significant progress over the
past decades and continues to emerge in various fields such as computer
vision and cybersecurity among others. Deep learning is one of the Al-
based techniques mainly created based on traditional neural networks
(also called artificial neural networks), another subset of artificial intel-
ligence that mimics how the human brain works. DL algorithms employ
advanced neural network architectures to extract relevant patterns
from data and have been widely applied to solve different problems
in machine translation, robotics, and image classification, to mention
a few (Aslan and Yilmaz, 2021; Huang and Karnik, 2022). More im-
portantly, the use of DL algorithms has also emerged in the fields of
cybersecurity such as malware detection (Huang and Karnik, 2022;
Dixit and Silakari, 2021). The general architecture of DL networks
is designed with three main layers: the input layer, which receives
numerical input of raw features extracted from benign and malware
files, and hidden layers that process the input to extract, select, and
learn high abstract/relevant features and then perform classification.
Finally, the network architecture has one output layer that reveals
the predicted outcome, which could be benign or malware (Sahin and
Bahtiyar, 2020).

There exist several types of deep learning algorithms such as re-
current neural networks (RNNs), convolutional neural networks (CNN),
autoencoders, and feed-forward networks, to name a few. These algo-
rithms have been used for malware detection in Windows with a variety
of benign and malware files’ feature representations such as sequences
of API calls, operation code (opcode), sequences of bytes, grayscale
images of binary executable files, and networks behaviours such as
contacted domains names (DNS) and malicious IP addresses (Aslan
and Yilmaz, 2021; Kavitha and Muruganantham, 2020; Landman and
Nissim, 2021). Interestingly, deep learning has several advantages over
conventional ML algorithms. With deep learning, high-level features
can be automatically extracted and selected from raw data, removing
the need to rely on manual feature engineering/experts with domain
knowledge of features. DL algorithms can efficiently deal with un-
structured/unlabeled data and can handle the emerging big datasets
of malware and benign files.

Furthermore, innovative and advanced malware detection approaches
can be built with DL algorithms, allowing organizations and individ-
uals to stay one step ahead of cyber attackers. Thus, many efforts
have been made to apply DL algorithms to perform automatic feature
extraction and detect different malware variants in Windows. For
instance, Sophos,'® is currently delivering DL-based security solutions
as a service to protect organizations against emerging malware attacks.
Other security companies such as McAfee'® Microsoft,'” Crowdstrike,'®
and Avast,’ to name a few, also use DL algorithms to implement
security solutions.

This section reports our findings on DL-based malware detection
from the existing literature. We have analyzed and compiled the most
relevant studies to give a general picture of the application of deep
learning in malware detection. Table 6 summarizes the details from
each selected study. Accordingly, it shows the year of publication,
sources of executable files, and experimental datasets that were used.
Table 6 also provides the DL algorithm (s) that was used and the
type of detection technique. As shown in Figure (a) 11, the selected
studies span the period from 2015 to 2022, and we did not come across
a relevant study based on DL published before 2015. Figure (b) 11
depicts the number of DL-based studies based on the detection type
(static-based and dynamic-based techniques).

=

5 https://www.sophos.com/en-us/content/deep-learning-cybersecurity
6 https://www.mcafee.com/blogs/other-blogs/
https://www.microsoft.com/en-us/security/blog/2020,/05/08/
https://www.crowdstrike.com/cybersecurity-101/
https://www.avast.com/en-au/technology/ai-and-machine-learning

_- e
N

-

9


https://www.sophos.com/en-us/content/deep-learning-cybersecurity
https://www.mcafee.com/blogs/other-blogs/
https://www.microsoft.com/en-us/security/blog/2020/05/08/
https://www.crowdstrike.com/cybersecurity-101/
https://www.avast.com/en-au/technology/ai-and-machine-learning

P. Maniriho et al. The Journal of Systems & Software 209 (2024) 111921

DumpWarel0

Table 6
Deep learning-based techniques designed for detecting malware attacks in Windows.
Study Year Malware collected from Extracted features DL technique Detection type
Static Dynamic
Saxe and Berlin (2015) 2015 VXHeavens Byte entropy, string, and other Deep Neural networks (DNNs) 4
features from EXE metadata
Athiwaratkun and Stokes 2017 - Sequences of API calls CNN, LSTM and GRU v
(2017)
Salehi et al. (2017) 2017 VirusTotal and VirusShare Sequences of API calls Bi-Residual LSTM model v
Ni et al. (2018) 2018 Microsoft BIG2015 Images of executable files CNN v
Vu et al. (2019) 2019 Virusshare Images of executable files CNN v
Vinayakumar et al. (2019) 2019 EMBER dataset and files from String, byte entropy histogram, DNN, DeeplmageMalDetect (CNN-LSTM) v
VirusTotal and VirusShare raw byte histogram, and binary
images
Liu and Wang (2019) 2019 VirusTotal Sequences of API calls GRU, BiGRU, LSTM, Simple RNN and v
BiLSTM
Sharma et al. (2019) 2019 Microsoft BIG2015 and dataset Sequence of assembly instructions CNN 4
from Kan et al. (2018) (bi-grams)
Vasan et al. (2020) 2020 Mallmg and another real-life Images of executable files InceptionV3, ResNet50, and VGG16 v
malware dataset
Jain et al. (2020) 2020 Mallmg Images of executable files ELM and CNN v
Darem et al. (2021a) 2021 Microsoft dataset 2015 Opcode sequences (unigram, CNN 4
bigram, trigram, and quadrigram
level features)
Hemalatha et al. (2021) 2021 Microsoft BIG2015, Mallmg, Images of executable files DenseNet v
Malicia ,and Malevis
Tian et al. (2021) 2021 VirusShare Byte streams of programs CNN v
Darem et al. (2021b) 2021 VirusTotal Sequences of API calls Sequential Deep Learning 4
Aslan and Yilmaz (2021) 2021 Malevis, Mallng, and Microsoft Images of executable files AlexNet and ResNet125 (with Malevis) 4
BIG 2015 dataset
Bagane et al. (2021) 2021 - Binary images of benign and CNN, CNN-LSTM, and CNN-BiLSTM v
malware
Wang et al. (2021) 2021 Microsoft BIG 2015 dataset Opcode sequences CNN and GRU v
Sewak et al. (2021) 2021 Malicia dataset Opcode sequences LSTM 4
Huo et al. (2022) 2022 Microsoft BIG 2015 Static features from executable CNN v
programs
Sharma et al. (2022a) 2022 DikeDataset Images of executable files Residual Attention Network v
Gibert et al. (2022) 2022 Microsoft BIG 2015 dataset Metadata information, operation CNN v
codes unigram, symbols
frequency, register features, pixel
intensities, etc.
Do Xuan and Huong (2022) 2022 Dataset collected from different Behavioural features such as file DGNs v
sources operations, registry changes and
running processes
Olani et al. (2022) 2022 - Images of executable files CNN
Falana et al. (2022) 2022 Mallmg, MaleVis and authors Images of executable files CNN and GAN v
generated datasets
Kim and Cho (2022) 2022 Microsoft BIG 2015 dataset Images of executable files CNN-LSTM v
Demirci et al. (2022) 2022 SOREL-20M dataset Static features from portable Stacked BiLSTM v
executable files
Li et al. (2022b) 2022 VirusShare Behavioural sequences of API CNN-BiLSTM v
calls
Zhu et al. (2022) 2022 ViruseShare Entropy of bytes stream and Siamese Neural Network based on DNN, v
grayscale images of executable RNN, ResNet50, VGG16, and
files InceptionV3)
Maniriho et al. (2022) 2022 VirusTotal Sequences of API calls CNN-BiGRU v
Hao et al. (2022) 2022 BODMAS and Microsoft BIG2015 Opcode Sequences CNN v
Kakisim et al. (2022) 2022 VXHeavens Opcode Sequences CNN and LSTM v
Ravi et al. (2022) 2022 Microsoft Big-2015 and other Multi-static features (API calls, Multi-View deep learning (CNN, DNN v v
datasets PE-Image, PE-Header, and and LSTM)
PE-Imports)
Tekerek and Yapici (2022) 2022 Microsoft BIG2015 and Images of executable files GAN+DenseNet v
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(continued on next page)
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Number of studies

Study Year Malware collected from Extracted features DL technique Detection type
Static Dynamic
Niu et al. (2022) 2022 - Network traffic featues (time RESNET-LSTM and PARALLEL-LSTM v
sequence features)
Demirkiran et al. (2022) 2022 Oliveira’s dataset, VirusShare Static and dynamic Sequences of  Deep transformer (an ensemble of v v/
Win-API calls, and VirusShare API calls pre-trained transformer models such as
BERT and CANINE)
Qiang et al. (2022) 2022 VirusTotal Features from network traffic CNN-LSTM-Attention and CNN-BiLSTM v
data packets (One-dimensional
behavioural byte sequences)
Li et al. (2022a) 2022 VirusShare API call sequences and arguments GNNs v
Fasci et al. (2022) 2022 Mallmg Images of executables GANs and CVGG3 v
Lakshmi et al. (2022) 2022 Malimg Images of executable files Siamese neural networks based on CNN v/
Finder et al. (2022) 2022 VirusTotal Sequences of API calls and time LSTM 4
interval
Shaukat et al. (2022) 2022 VirusShare and VXHeaven Static sequences of API calls NN-DeepFool (based on adversarial v
training samples and deep feed-forward
neural network)
Gibert et al. (2022) 2022 Microsoft BIG2015 Multi-static features (Bytes, CNN v
image, entropy, and opcode-based
features)
Falana et al. (2022) 2022 Mallmg, MaleVis, and Virushare Images of executable files Mal-Detect (GANs and Deep CNN) v
Al-Andoli et al. (2022) 2022 BODMAS and Oliveira’s static Various static and dynamic DNNs v v
dataset features
Kumar and Janet (2022) 2022 Mallmg and Microsoft BIG2015 Images of executable files Basic CNN, VGG16, VGG19, v
InceptionV3, and ResNet50
Yuan et al. (2022) 2022 VirusTotal Opcode sequences TextCNN v
Chaganti et al. (2022) 2022 Microsoft BIG2015 Images of executable files EfficientNetB1 4
Zou et al. (2022) 2022 Mallmg and Microsoft BIG2015 Images of executable files CNN v
Chen et al. (2022) 2022 - Sequence of API calls BiLSTM and TextCNN v
Chai et al. (2022) 2022 VirusTotal Images of executable files CNN v
Park et al. (2022) 2022 KISA Multi-static features CNN v
Li et al. (2022c) 2022 VirusShare and VirusTotal Sequences of API Calls Graph convolutional network 4
Rizvi et al. (2022) 2022 Collected using honeypots, Multi-static features Attention-based Neural Network v
Kaspersky endpoint security and
Kippo Malware collector
Gao et al. (2022a) 2022 BODMAS Function name, sequences of API  Graph Isomorphism Network and MLP v
calls, and the starting address of
the basic block
Mallik et al. (2022) 2022 Microsoft BIG 2015 and Mallmg Images of executable files VGG16 and Stacked BiLSTM v
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Fig. 11. The number of selected DL-based studies per (a) year of publication and (b) per the type of detection technique (static-based and dynamic-based detection).
Source: Data from Table 6.

As part of our SLR, we have identified different DL algorithms
such as Convolutional Neural Network (CNN), TextCNN (specifically
designed for text-based feature learning such as API call sequences),

Recurrent Neural Network (RNN), Long Short-Term Memory (LSTM),

Bidirectional Long Short-Term Memory (BiLSTM), Stacked BiLSTM,
Parallel-Long Short-Term Memory (P-LSTM), CNN-LSTM-Attention,
RESNET-LSTM, VGG3 (a 3 layers-deep convolutional neural network),
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VGG16 (a 16 layers-deep convolutional neural network), VGG19 (a 19
layers-deep convolutional neural networks), CNN-LSTM, CNN-BiLSTM,
Graph Convolutional Network (GCN), Gated Recurrent Unit (GRU),
Bidirectional Gated Recurrent Unit (BiGRU), CNN-BiGRU, Deep Neural
Networks (DNNs or DNN), Siamese Neural Network (SNN), Bidirectional-
Residual LSTM model, Extreme Learning Machine (ELM), Sequential
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Fig. 12. DL algorithms and the number of studies in which they have been used.

Source: Data from Table 6.
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Fig. 13. The use of ML-based studies against DL-based studies over the last three years (between 2020 and 2022).

Source: Data from Tables 5 and 6.

Deep Learning (SDL), ResNet125, AlexNet, Residual Attention Net-
work (RAN), Graph Neural Networks (GNNs), Generative Adversarial
Networks (GANs), DenseNet, GAN+DenseNet, NN-DeepFool, ResNet50,
Deep Transformer, InceptionV3, Multilayer Perceptron (MLP), Graph
Isomorphism Network (GIN), and EfficientNetBl. These algorithms
were used to implement malware detection techniques presented in
Table 6 and various features such as static signatures, dynamic signa-
tures, and images of binary executable files were used. In addition, all
techniques are categorized into two main categories which are static-
based and dynamic-based detection techniques. Some of the benchmark
datasets presented in Section 6 were used for training and testing
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the detection techniques while in other works researchers have col-
lected malware samples from various repositories such as VirusShare,
VirusTotal, and VXHeavens to construct their datasets.

Fig. 12 (with data from Table 6) summarizes DL algorithms includ-
ing the number of scientific studies in which they have been used to
implement malware detection techniques. Like ML-based studies, some
DL-based studies have used more than one DL algorithm. Thus, the
analysis in Fig. 12 shows that CNN has been used in 21 studies followed
by LSTMs (9 studies) and DNNs (5 studies). Furthermore, it is important
to note that many DL-based techniques are observed in 2022, indicating
the rapid advancement of DL technologies in malware detection.
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Fig. 14. A typical confusion matrix used in the evaluation of a binary classification technique for malware detection).

8.2. Discussion: Our insights on the results

The use of ML vs DL-based Algorithms: There is a high increase
in the number of publications on malware detection based on DL
algorithms. As depicted in Fig. 13, DL-based techniques were highly
produced over ML-based techniques in 2022, indicating ongoing re-
search trends and high interest in DL algorithms for malware detec-
tion in Windows desktop devices. Nevertheless, the lowest number
of publications based on DL algorithms is observed in 2020. On the
other hand, a high number of ML-based studies was found in 2021.
Image-based techniques: As presented in Table 6, malware detec-
tion techniques based on static images of Windows executable files
are becoming more prevalent in the literature.

Most Prevalent DL Algorithms: During our analysis we discovered
that convolutional neural networks and recurrent neural networks are
the most popular DL algorithms in Windows malware detection. Thus,
these algorithms may continue to emerge in future works.
Dynamic/behaviour-based techniques: As shown in Fig. 11, there
is a high research interest in developing DL-based malware detection
techniques based on static analysis. Considering that static-based de-
tection techniques are unable to detect obfuscated and other complex
malware, the upcoming works should exploit the advantage of DI
algorithms to build many robust dynamic detection techniques as
they can detect complex malware.

Hybrid-based Techniques: While most of the existing studies fo-
cused on static and dynamic-based malware detection, we did not
find hybrid malware detection techniques implemented using DL
algorithms. Given their potential, future works should focus on de-
veloping new hybrid-based techniques for malware detection. More
details on this research limitation are provided in Section 11.8. The
next section presents different evaluation metrics identified during
our analysis.

9. Performance evaluation metrics for malware detection (RQ5)

This section presents the existing evaluation metrics for malware de-
tection techniques that have been reported in the literature. Moreover,
it also provides valuable insights on the use of each metric.

9.1. Performance metrics

We identified various metrics for evaluating both DL and ML-based
detection techniques that were measured in the previous studies. For
example, a confusion matrix was used to describe the performance
of malware classification and detection systems (Rieck et al., 2008).
Once computed, the confusion matrix allows the computation of other
metrics. The confusion matrix represents the actual class of a given
instance (feature vector extracted from a benign or malicious program)
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and the predicted class/label of that instance. Specifically, it records
true positive (TP), false positive (FP), true negative (TN), and false
negative (FN). True positive represents the total number of malware
instances (applications) that are correctly classified as malware while
false positive shows an application such as a file or an active process
that is identified and classified as malicious when it is not actually
malicious. True negative shows benign or normal programs that are cor-
rectly detected as benign. On the other hand, a false negative scenario
occurs when a malicious file or process is detected as clean/benign
when it is actually malicious. For more clarification, Fig. 14 represents
a confusion matrix of a typical binary classification problem for mal-
ware detection, where only two classes are defined for the actual and
predicted classes, respectively.

There exist other standard metrics such as accuracy (Acc), true
positive rate (TPR), true negative rate (TNR), false positive rate (FPR),
false negative rate (FNR), precision (PR), recall (RE), Fl-score (F1),
macro average (macroavg), and weighted average (weightedavg) that
are computed based on the confusion matrix. The macro average
does not consider class imbalance and can be computed for precision
(macroavgPR), recall (macroavgRE), and Fl-score (macroavgFl). On
the other hand, the weighted average takes into consideration class
imbalance and is also computed for recall (weightedavgRE), precision
(weightedavgPR), and F1-score (weightedavgF1). Other metrics include
Area Under the ROC curve (AUROC), Jaccard coefficient (J), Matthews
correlation coefficient (MCC), and Logarithmic loss (Logloss). The AU-
ROC measures the performance by plotting the false positive rate on the
X-axis and the true positive rate on the Y-axis and then displays how
they vary based on certain decision thresholds. The Jaccard coefficient
determines the similarity between malware and benign executable
files (e.g. distinguishing malware’s opcode sequences from benign ones
based on their Jaccard similarity index score). It is worth noting that
these metrics are used for both binary classification and multi-class
classification tasks. Moreover, Table 7 summarizes all metrics identified
in the literature. It also provides details of the mathematical compu-
tation of each metric and references for some studies showing where
it has been used to examine the performance of malware detection
techniques.

9.2. Discussion: Our insights on the use of each metric

Overall, the metrics presented in Table 7 are valuable when imple-
menting malware detection solutions and they provide insights that
help organizations enhance the performance of their anti-malware
programs. Therefore, in this subsection, we provide additional insights
detailing when these metrics should be used.

* Precision: It is useful when minimizing the false positives achieved
by a malware detection technique. High precision (close or equal to
1) reveals that the detection technique has a low false positive rate,
making it more accurate in detecting malware.
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Evaluation metric Computation Metric used in the studies presented in

Precision (PR) PR = % Nawaz et al. (2022), Ahmed et al. (2020), Park et al. (2022), Rizvi et al. (2022), Mallik et al. (2022),
Li et al. (2022c), Chen et al. (2022), Chaganti et al. (2022), Yuan et al. (2022), Kumar and Janet
(2022), Al-Andoli et al. (2022), Falana et al. (2022), Gao et al. (2022a)

Recall (RE) RE = =t Nawaz et al. (2022), Amer and Zelinka (2020), Ahmed et al. (2020), Li et al. (2022c), Park et al.
(2022), Rizvi et al. (2022), Mallik et al. (2022), Chen et al. (2022), Chaganti et al. (2022), Yuan et al.
(2022), Kumar and Janet (2022), Al-Andoli et al. (2022), Falana et al. (2022) Gao et al. (2022a)

True Positive Rate TPR= TP—T;_N Amer and Zelinka (2020), Pluskal (2015), Shijo and Salim (2015), Gao et al. (2022b), Shaukat et al.
(2022), Kumar and Janet (2022), Falana et al. (2022), Shaukat et al. (2022)

False Positive Rate FPR= FPT;_N Ahmed et al. (2020), Gao et al. (2022b), Pluskal (2015), Shaukat et al. (2022), Kamboj et al. (2022),
Shijo and Salim (2015), Amer and Zelinka (2020), Chaganti et al. (2022), Kumar and Janet (2022),
Falana et al. (2022)

: _ 1IN

True Negative Rate TNR= % Chen et al. (2017a)

False Negative Rate FNR= =2 Amer and Zelinka (2020) Shaukat et al. (2022)

Accuracy Ace = Nawaz et al. (2022), Kamboj et al. (2022), Park et al. (2022), Abbasi et al. (2022), Shaukat et al.
(2022), Amer and Zelinka (2020), Huda et al. (2016), Rizvi et al. (2022), Mallik et al. (2022), Li
et al. (2022c¢), Chai et al. (2022) Chen et al. (2022), Zou et al. (2022), Chaganti et al. (2022), Yuan
et al. (2022), Kumar and Janet (2022), Al-Andoli et al. (2022), Falana et al. (2022), Shaukat et al.
(2022), Gao et al. (2022a)

Fl-score F1=2x 22 Ahmed et al. (2020), Park et al. (2022), Rizvi et al. (2022), Kamboj et al. (2022) Mallik et al. (2022),
Li et al. (2022c), Chen et al. (2022), Chaganti et al. (2022), Yuan et al. (2022), Kumar and Janet
(2022), Al-Andoli et al. (2022), Falana et al. (2022), Gao et al. (2022a)

Macro Average PR Macroavg PR = % Z,}il PR, Wang and Qian (2022), Liu et al. (2021), Chaganti et al. (2022), Tran et al. (2018)

Macro Average RE MacroavgRE = ﬁ ZZ] RE,; Wang and Qian (2022), Liu et al. (2021), Chaganti et al. (2022), Tran et al. (2018)

Macro Average F1 MacroavgF1 = Wang and Qian (2022), Gibert et al. (2019), Liu et al. (2021), Li and Zheng (2021), Chaganti et al.

2+Macroavg PR+ Macroavg RE
Macroavg PR+Macroavg RE

W eightedavg PR =
N
W, Y.L PR

Weighted Average PR

Weighted Average RE WeightedavgRE =

N
W, XL, RE,
WeightedavgF1 =

24W eightedavg PR« W eightedavg RE
W eightedavg PR+W eightedavg RE

)= 202

Weighted Average F1

Jaccard Coefficient

MCC =
TP+TN-FP+FN
V(TP+FP)XTP+FN)TN+FPYTN+FN)

Matthews Correlation
Coefficient

Logarithmic Loss Logloss =
L vwN M
-5 Z::I Z]:l y:,/l"g(pw)
Area Under the ROC Curve AUROC =
fl TP FP
0 TP+FN " TN+FP

(2022), Tran et al. (2018), Alageel and Maffeis (2022)

Wang and Qian (2022), Liu et al. (2021), Chaganti et al. (2022)

Wang and Qian (2022), Liu et al. (2021), Chaganti et al. (2022)

Alageel and Maffeis (2022), Chaganti et al. (2022) Wang and Qian (2022), Liu et al. (2021)

Ling et al. (2021a), Raff and Nicholas (2018)

Nawaz et al. (2022)

Gibert et al. (2022), Gao et al. (2022b)

Zhu et al. (2022), Falana et al. (2022), Kumar and Janet (2022), Chen et al. (2022), Gao et al.
(2022b), Rizvi et al. (2022), Goodfellow et al. (2016), Pirscoveanu et al. (2015) Park et al. (2022),

Gao et al. (2022a)

Recall: It is used when we want to minimize the misclassified samples
(false negative rate) with a low number of false negatives, indicating
that a malware detector is more effective in distinguishing malware
from benign files.

False positive rate: This metric is used to measure the percent-
age/rate of false positives out of all actual negative samples. Low
FPR means that a malware detection technique has a small number of
false alarms, greatly minimizing the time spent on investigating false
positives.

True negative rate: This metric indicates the percentage of sam-
ples correctly classified as benign out of all actual benign/negative
samples. It is valuable when assessing the performance of a malware
detection model with a high number of actual negative samples.
False negative rate: This metric determines the proportion of false
negatives (malicious files that are not classified as malware but are
malware) out of all actual positive samples (malware). It is useful if
someone wants to reduce missed detections (misclassified malware
samples). A low false negative rate demonstrates that the detection
model missed fewer attacks, which decreases the impact and severity
of malware infections.

Accuracy: It examines the percentage of correctly classified samples
out of all samples and provides the overall performance of a malware
detection technique. Nevertheless, accuracy is not always a good
metric as it can be biased by datasets with class imbalance.
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 Fl-score: This is the harmonic mean of the detection model’s recall
and precision. It is used when balancing the trade-off between false
positives and false negatives. Essentially, the Fl-score is preferable
over accuracy when measuring the detection model’s performance
where the dataset is imbalanced, considering both false negatives and
false positives.

Matthews correlation coefficient: It measures the correlation co-
efficient/difference between predicted outcomes and actual classifi-
cations. MCC summarizes the confusion matrix scores, ranging from
—1 (total disagreement) to +1 (best agreement), between actual
and predicted values. Zero shows no agreement, indicating that the
prediction is random based on the actuals. Thus, it is useful when
testing binary classifiers with imbalanced datasets.

Logarithmic loss: Also called cross-entropy loss or logarithmic loss,
this metric measures the performance of a malware detection model
by determining the difference between predicted probabilities and
actual values. Log loss can be used for binary and multi-class clas-
sification tasks where the malware classification technique assigns a
probability to each class for all samples.

Area under the ROC curve: This metric is used to generate a
graphical representation of the false positive rate against the true
positive rate. It is mostly useful when comparing the performance of
different malware classifiers across different thresholds. A higher area
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Table 8
Experimental biases (factors) to be considered when building ML and DL-based techniques for detecting malware.

# Experimental bias Practical consideration Reference

1 Generating dataset Malware samples should be collected from reliable sources and must be collected based on Mimura (2023), Arp
their timestamp to enable time-based split et al. (2022),

Mimura and Ito
(2022), Rossow
et al. (2012)

2 Inaccurate data sampling and labeling Incorrect labeling and inappropriate samples can lead to inaccurate predictions and can Lipton et al. (2018),

impact the overall performance of the detection technique Arp et al. (2022),
Zhu et al. (2020)

3 Sample size The size of benign samples should be greater than the size of malware samples in the Arp et al. (2022),
entire dataset Mimura (2023)

4 Data snooping This is observed in a dataset where time dependencies between data samples were ignored Arp et al. (2022)
during dataset generation. This situation is often referred to as temporal snooping and can Pendlebury et al.
lead to temporal bias. Thus, the time-based split of samples should always be considered to (2019)
prevent malware detection techniques from temporal bias

5 Spatial bias Spatial bias occurs when malware samples in the test set highly outnumber benign samples. Mimura (2023),
In practice, a realistic portion/ratio of malware samples is required in both test sets,i.e., Pendlebury et al.
benign samples should exceed malware samples in the test set to avoid spatial bias (2019), Arp et al.

(2022)

6 Selecting parameters Hyperparameter selection and tuning should be performed properly to avoid inaccurate Sommer and Paxson

predictions during training and testing of the ML and DL-based malware detection technique (2010), Arp et al.
(2022)

7 Improper comparison The performance of a new proposed malware detection technique should be assessed Arp et al. (2022),
against the previous techniques to determine its improvement. It is also important to use Wolpert (1996)
the same dataset and metrics when making comparisons

8 Inaccurate performance metrics Evaluating the performance of malware detection techniques using a single metric such as Arp et al. (2022)
accuracy can be misleading as it obscures important metrics such as false positives and
false negatives. Therefore, several metrics should be measured while assessing the
performance of a given detection technique

9 Real-world dataset Malware analysis techniques often collect the behavioural traces of executable files in a Avllazagaj et al.
controlled analysis environment, and such traces are often different from the ones observed (2021)
in the wild (collected from a real host). Hence, traces from real hosts should always be
preferred to have robust detection techniques. However, it is crucial to mention that getting
such a dataset is always challenging and even impossible for security researchers

10 Environmental sensitivity Malicious executable files exhibit different behaviours when executing in different Avllazagaj et al.

environments (e.g., A malicious executable file executing in Windows 10 and Windows
Server 2016 will exhibit different behavioural characteristics). Therefore, it is better to
capture the behaviours of malware while running in multiple execution environments

(2021)

under the curve shows better performance while a small area shows
lower performance.

Jaccard coefficient: It is used to measure the similarity between a
set of samples (malware and benign in this case) that the classifier
identified as malware and the actual set of malware samples. Its
scores range from O to 1, with 1 being the perfect similarity score
and 0 denoting no similarity at all.

Macro average: It is measured for precision, recall, and F1-score.
For instance, it calculates the average recall value over all classes/
categories without considering the size of each class (number of sam-
ples in each class). Thus, the macro average is preferable when the
dataset’s classes have equal importance (same number of samples).
Weighted average: In contrast, this metric computes the weighted
average for recall, precision, and F1-score. For instance, it computes
the weighted precision scores over all classes with the weight being
the number of samples in each class. Essentially, computing the
weighted averages becomes very useful when classes have different
numbers of samples (imbalanced samples between classes) and when
someone wants to examine the effect of samples in an imbalanced
dataset.

10. Practical experimental bias and recommendation (RQ6)

This section discusses different experimental biases observed in the
existing works while carrying out this SLR study. It also highlights our
insights on how to avoid them in future experiments.
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10.1. Experimental biases encountered in existing studies

Machine learning and deep learning-based malware detection tech-
niques presented in Sections 7 and 8 show promising results, with some
techniques achieving high detection accuracy (nearly 100%) (Singh and
Singh, 2020; Amer and Zelinka, 2020; Ni et al., 2018). The performance
of existing techniques seems to leave no opportunity for improvement
and reveals that the problem seems to have been addressed. Neverthe-
less, various types of experimental biases may greatly affect the overall
performance evaluation, causing the detection technique to produce
inflated results. Recently, researchers have taken a step forward to
address the problem of experimental bias encountered in the existing
malware detection techniques (Mimura, 2023; Pendlebury et al., 2019;
Arp et al., 2022).

Accordingly, a comprehensive analysis of 30 articles published in
top-tier computer security conferences and journals conducted in Arp
et al. (2022) revealed that at least three practical pitfalls are encoun-
tered in each article, with most of the papers suffering from several
experimental biases. The same observation is also observed in many
of the studies reviewed in this work, where many of them suffer from
spatial bias (refer to Section 10.2 for more details) and other biases.
Therefore, this section discusses different types of experimental biases
in DL and ML-based malware detection techniques that we encountered
while conducting this SLR. We present the types of bias and highlight
practical considerations for a realistic/unbiased experiment. Failure
to follow such practical aspects may lead to biased experiments and
can undermine the detection technique’s performance. In light of this,
Table 8 summarizes different experimental biases observed in some of
the existing works.
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Fig. 15. The example showing the number of benign and malware samples collected for experimental evaluation in some of the previous studies, with the distribution showing

that they suffer from spatial bias.
10.2. Discussion: Avoiding experimental bias in future experiments

In several existing works, malware samples extremely exceed the
number of benign samples. For instance, the study in Singh and Singh
(2020) has used 8422 benign and 16489 malware samples, which
resulted in a gap of 8067 samples (16489 - 8422 = 8067). Another
example can be taken from the study presented in Sami et al. (2010)
which used 2951 benign and 31,869 malware samples, which gives a
gap of 28918 samples (31,869-2951 = 31,869). Accordingly, Fig. 15
depicts the distribution of benign and malware samples in some of the
existing works, which shows that they suffer from spatial bias where
there is no realistic percentage of benign and malware samples in the
dataset used. It is crucial to highlight that having a class imbalance in
the dataset is not always a problem, especially when the distribution
of samples does not violate the practical considerations presented in
Table 8. Because only measuring the accuracy precision, and recall can
produce biased experimental results, it is important to measure other
evaluation metrics such as the F1-score and the weighted average when
malware and benign samples are not balanced (which always happens
when spatial bias is taken into consideration during testing).

On the other hand, several experiments presented in the existing
works were not performed using temporal data, which does not reflect
the real-world scenario for malware detection as malware behaviours
change over time. Such experiments include the ones presented in Sua-
boot et al. (2020a), Singh and Singh (2020), Karbab and Debbabi
(2019) and Rabadi and Teo (2020), to mention a few. Moreover, the
detection techniques based on dynamic analysis have also relied on
data from controlled analysis environments (Amer and Zelinka, 2020;
Suaboot et al., 2020b; Nawaz et al., 2022; Vemparala et al., 2016).
During our analysis, we did not identify any study that used data
generated from real hosts while performing experiments. Consequently,
a simulated (controlled) analysis environment is the main approach
for behaviour-based malware detection in most of the existing works.
Thus, new experimental evaluations must be performed taking into
consideration all practical and realistic scenarios for malware detection
to avoid experimental bias highlighted in Table 8.

11. Research issues and future directions (RQ7)

Despite significant progress in malware detection, existing ML and
DL-based constantly face new challenges that limit their performance.
Therein, this section provides an in-depth discussion of research issues
(challenges) observed in ML and DL-based malware detection in Win-
dows. It also provides future research directions, opening new research
avenues in this area.
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11.1. High false positive and false negative rate

Both false positive and false negative scenarios occur with many
detection techniques including malware endpoint solutions (Microsoft,
2023). When a sophisticated malicious file bypasses a security detection
technique, it allows the cybercriminal to carry out the attack, which
could result in small or full system breaches, leading to significant
service disruption, data theft, ransomware infection, or systems and
hardware damage. On the other hand, if a benign file is mistakenly
classified as malware in the system (or endpoint device), this can make
other applications nonfunctional and can even affect the operating sys-
tem (Gavrilut et al., 2012). The work in Alahmadi et al. (2022) reported
that validating high false positives (false alarms) can be tedious and
time-consuming. Cyber attackers can manipulate malware to behave as
benign files in order to avoid detection (Yoo et al., 2021), making many
malware detection techniques vulnerable to false positives and false
negative alarms. Thus, new malware detection techniques must min-
imize the high number of false positives and false negatives observed
in the existing studies.

11.2. Overfitting and underfitting

One of the major/fundamental issues observed in supervised ML
and DL techniques is overfitting and underfitting (Azeez et al., 2021),
which can lead to poor performance. Overfitting prevents the learning
model or classifier from effectively generalizing so that it cannot fit
the observed instances of the training dataset and testing set well,
i.e., the machine learning model performs well on the training data
and achieves poor performance on the test data. This means that the
overfitted model cannot discover relevant pieces of information or good
data representation in the testing data, which may differ from the
training data (Ying, 2019; Brownlee, 2022).

In addition, the overfitted model also tends to memorize all observa-
tions/data points including noise in the training set, instead of perfectly
learning relevant feature representation from the data. Consequently,
it may be complicated to discover the underlying causes behind model
overfitting; however, it usually occurs due to three main factors: (1)
the classifier’s complexity, (2) the presence of noise in the dataset
(some features in the dataset are noisy), and (3) the limited size of
data (the size of the training data is too small, or the training data has
fewer representative data) (Ying, 2019). This results in a situation of a
learning model where the noisy data have a great chance to be learned
and become the prediction’s basis for unseen data. Therefore, a robust
ML or DL-based classifier should have the ability to distinguish noise
data from good data representation (Paris et al., 2003).
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Expansion of the training data (achieved by increasing the size of
the training set), network reduction (use techniques like pruning when
dealing with decision tree learning algorithms), avoiding early stopping
(which prevents the learning model’s speed from slowing down at an
early stage), regularization (using different regularization techniques
to allow the model to fit well on the training set), and using feature
selection techniques (which allows to only select relevant features and
removing irrelevant (useless) features from the training set) are some
of the well-known techniques that can be used to limit or reduce model
overfitting (Ying, 2019). Additionally, resampling techniques such as K-
Fold cross-validation or keeping back a validation set can also be used
to limit overfitting (Brownlee, 2022).

In contrast to overfitting, underfitting refers to a learning situation
where the learning model fails to model the training set and cannot also
generalize to unseen/new data (IBM, 2022). This creates an underfit
malware classification model that is not suitable for prediction as it will
achieve poor performance on the training set. Compared to overfitting,
underfitting can be easily identified and can be solved by increasing the
duration of the training, decreasing regularization, performing feature
selection, or trying various learning algorithms (Brownlee, 2022; IBM,
2022).

11.3. Limitations of machine learning algorithms

Machine learning algorithms (classifiers) have different types of
limitations. They require large input samples (benign, malware, and
potentially unwanted programs) that are correctly labeled to effectively
identify malware attacks. Feeding a large quantity of data to the
machine learning classifier does not assure that the detection model
can correctly detect and classify new malicious files. Therefore, human
expert domain knowledge and verification are always required for la-
beling and manual feature engineering. This process plays a significant
role in the performance of machine learning classifiers as even a single
incorrect input can lead to incorrect predictions or undermine the
prediction to the level of failure. It is worth noting that incorrectly
labeled samples can also lead to many false positives (FP) (Kubovic
et al,, 2018; JARETH, 2022). On the other side, machine learning-
based techniques can work well when they are combined with other
technologies such as deep learning (Yoo et al., 2021; JARETH, 2022).

Cyber attackers also employ ML algorithms to build sophisticated
adversarial cyber attacks (see Section 11.5 for more details). This makes
ML algorithms one of the emerging intelligent adversaries used by
cyber attackers against ML-based security systems. Steganography is
another example of an intelligent adversary used by hackers against
ML-based techniques where malicious code is hidden in clean/harmless
files such as images (Verma et al., 2022). By deeply exploring the statis-
tical properties of the image and obfuscating the malicious code in the
file, the infected file with obfuscated code can fool machine learning
classifiers (Verma et al., 2022). Consequently, DL algorithms overcome
the limitations of machine learning classifiers and can provide suitable
solutions where ML classifiers fail to perform well.

11.4. Advanced automated feature selection

As malware variants against Windows-based systems continue to
increase alarmingly (John, 2022; AviraT, 2021), new advanced and
efficient DL-based techniques are required to automatically process the
emerging high volume of data and generate a good feature representa-
tion suitable for training and testing the detection techniques. DL-based
techniques with different network architectures will be the best solution
for automatic behavioural feature extraction and selection. That is,
the use of DL algorithms will continue to emerge as future-generation
malware detection techniques will need high-processing DL-based en-
gines with the ability to detect new advanced malware and interpret
the predicted outcome. Nevertheless, DL algorithms require graphics
processing units (GPUs) to process millions or billions of operations
quickly, making advanced and powerful hardware a requirement.
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11.5. New attack mechanism against malware detection techniques

While performing this SLR, we discovered that despite the high
performance of ML and DL-based malware detection techniques, they
could be vulnerable to the threat of adversarial attack, which is be-
coming more prevalent. Therefore, this subsection discusses what an
adversarial attack is, highlights categories of adversarial attacks and
frameworks, and then provides defense mechanisms against them.

11.5.1. Adversarial attacks

Machine learning and deep learning technologies are most likely
to be used by cyber attackers to empower sophistication in malware
development and attack mechanisms. An example is the adversarial
machine learning attack (Kianpour and Wen, 2019; Pitropakis et al.,
2019; Huang et al., 2019) and deep learning adversarial attack (Kolos-
njaji et al., 2018; Papernot et al., 2016b). Adversarial attacks are on
the rise and can fool existing malware detection. Cyber attackers can
use adversarial samples (inputs) that are intentionally generated to
cause the learning technique to make wrong decisions. For example,
an Al-based antivirus program of Blackberry Cylance was tricked by
security researchers from Skylight Cyber to classify malware files as
benign files, indicating how adversarial attacks can circumvent existing
security products such as antivirus (Anon, 2022f).

The studies in Ling et al. (2021b), Martins et al. (2020), Demetrio
et al. (2022) also show that malware detection techniques based
on Windows executable files can be targeted by various adversarial
attacks such as feature-space attacks (like data and label poisoning
attacks), white-box attacks, black-box attacks, and problem-space at-
tacks with Generative Adversarial Networks, Reinforcement learning,
and Gradient-based methods being one of the attack strategies used
by cyber attackers. Different adversarial ML and DL-based frame-
works have been built. Examples of such frameworks include (L-
BFGS) optimization (Szegedy et al., 2013), FGSM (Goodfellow et al.,
2014), (JSMA) (Papernot et al., 2016a), Deepfool (Moosavi-Dezfooli
et al., 2016), Carlini and Wagner attack (C&W) (Carlini and Wagner,
2017), Generative Adversarial Networks (GANs) (Goodfellow et al.,
2020), Wasserstein (WGAN) (Adler and Lunz, 2018), Zeroth-order
optimization attack (ZOO) (Chen et al., 2017c), PlausMal-GAN (Won
et al., 2022), and Deep Reinforcement Learning-GANs (Randhawa
et al, 2022). These frameworks are mostly used to generate per-
turbed/adversarial samples that can be used to mislead the perfor-
mance of ML and DL-based malware detection techniques, causing the
detection technique to produce incorrect predictions. Fig. 16 summa-
rizes the main types of adversarial attacks against ML and DL-based
techniques for malware detection (Ling et al., 2021b; Martins et al.,
2020).

11.5.2. Defending against adversarial attacks

By breaking or eluding conventional security endpoints, sophis-
ticated and complex malware attacks pose a serious global security
challenge. The existing anti-malware techniques are no longer effi-
cient to defend against these attacks, making the design of new in-
telligent and predictive malware detection techniques an urgent de-
mand for researchers and security professionals. Accordingly, there has
been ongoing research to address the problem of adversarial attacks
in ML and DL-based techniques for malware detection and several
anti-adversarial learning attacks have been proposed. Such defensive
mechanisms include the following techniques.

Adversarial training—One of the defensive mechanisms against ad-
versarial attacks is adversarial training irrespective of the application
domains (such as malware detection in Windows, text classification,
and image classification, to mention a few). Adversarial training in-
volves re-training ML or DL-based detection techniques using adver-
sarial input samples without or with original samples to enhance their
robustness. For instance, existing studies such as Anderson et al. (2018),
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Fig. 16. Main categories of adversarial attacks against Windows executable file-based malware detection techniques.

Hu and Tan (2017), Shaukat et al. (2022) and Chen et al. (2017b) have
adopted this approach to address adversarial attacks in Windows.
Other defensive mechanisms-There exist other anti-adversarial
learning attack techniques such as defensive distillation (Papernot
et al., 2016b), feature squeezing (Xu et al., 2017), universal perturba-
tion approach (Akhtar et al., 2018), MagNet (Meng and Chen, 2017),
DAM-ROC (Selvaganapathy and Sadasivam, 2022), and ensemble-based
method (Jing et al., 2022; Ahmed et al., 2022). Quiring et al. (2020)
also proposed another defensive technique based on executable files.

11.6. Concept drift (data shift)

In machine learning or deep learning, concept drift refers to the
situation where the performance of a given detection technique con-
siderably deteriorates over time due to the change in the underlying
relationship between data distribution in real-time data (data generated
when using the detection technique) and training data (data used for
training). The malware detection technique fails to effectively general-
ize on new samples (Gama et al., 2014). This issue is also known as data
shift in the application of ML and DL (Quinonero-Candela et al., 2022).
The detection technique can suffer from concept drift due to many
factors such as the presence of polymorphic behaviours in malware
samples and manipulation of input samples (which causes adversarial
drift) (Jordaney et al., 2017).

Generally, in Windows malware detection the behaviours of mal-
ware and benign executable files can change over time, causing the
executable files to behave differently when running in a production
environment (system) (Jordaney et al., 2017; Avllazagaj et al., 2021;
Maniriho et al., 2021). This situation can cause poor performance and
can greatly degrade the performance of ML and DL-based malware
detectors that assume a static relationship between input and output
features/variables. In addition, concept drift can affect the detection
technique’s deployment and scalability (Kuppa and Le-Khac, 2022).
Therefore, the detection technique must be kept up-to-date in order
to detect or classify new malware attacks. This can be achieved by
training and retraining ML or DL-based malware detection techniques
using temporal data representing malware and benign file.

Specifically, recent studies revealed that concept drift can be ad-
dressed using techniques such as deep transfer learning, evolution-
ary algorithms, statistical approach, contrastive learning, and time

framework built based on Transcend (Jordaney et al., 2017), which
uses rejection strategies to potentially detect concept drift in malware
detection techniques. It is worth mentioning that TRANSCENDENT is
also based on a statistical engine, however, new detectors were added
to the framework. A new framework that handles concept drift was
developed based on contrastive learning in Yang et al. (2021b). A
time window-based approach for concept drift detection was recently
proposed in Kuppa and Le-Khac (2022) and their method can discover
drifted data and can also identify adversarial drifts as they occur.

11.7. New malware evasion mechanisms

Traditional malware infection mechanisms have shifted to new
attack chains that are directly performed in memory to avoid being
detected by existing conventional security techniques. Cyber attackers
also use pre-installed legitimate applications or normal services to
compromise the target (legitimate) system (Tancio, 2019). Recently,
malware such as ransomware, worms, crypto-miners, and other re-
cent emerging malware such as memory-resident malware (also called
fileless malware) use in-memory attack mechanisms to exploit the
target (Kumar et al.,, 2020). Advanced malware evades almost the
majority of current antivirus and sandbox security programs (Sharma
et al., 2022b).

Hence, scanning the hard drive for detecting malicious activities
seems to be inadequate for certain advanced malware. For operating
systems (OS) such as Windows, much of the data is never written
to disk. Windows OS directly loads executable files from the disk
drive into memory; after that, most of the activities occur in mem-
ory. Information such as modified runtime code, terminated processes,
injected code, API hooked, and data contained in unsaved documents
will never be found on disk. Nevertheless, previous studies have not
adequately explored memory analysis-based malware detection. In or-
der to protect systems against emerging malware evasion mechanisms,
organizations need to discover all malicious indicators of malware
programs. Therefore, having sophisticated security approaches that
can discover zero-day/ previously unseen malware variants is impor-
tant. Consequently, performing memory analysis can reveal evasion
mechanisms employed by advanced malware (Tancio, 2019).

11.8. Lack of hybrid detection techniques

Windows-based sequential approach. For example, Garcia et al.’s work (Gar-

cia et al., 2023) has proven that transfer learning can handle concept
drift in DL-based techniques. Fernando and Komninos (Fernando and
Komninos, 2022) have implemented FeSA, a framework that uses
genetic algorithm and Information Gain feature selectors to determine
and select relevant features that enhance the longevity of ML classifiers
for ransomware detection.

Jordaney et al. used a statistical-based approach to build Tran-
scend (Jordaney et al., 2017), a framework that can detect concept
drift when it occurs in a malware detection technique during deploy-
ment. Their framework can detect concept drift before the detection
accuracy decreases to an unsatisfactory level. Barbero et al.’s study has
recently proposed TRANSCENDENT (Barbero et al., 2022), an improved
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Some works have presented hybrid malware detection techniques
that use static and dynamic analysis features (Ijaz et al., 2019; Shijo
and Salim, 2015). Nevertheless, static and dynamic-based methods are
only limited to detecting file-based malware attacks and can fail to
identify very sophisticated malware such as memory-resident malware
programs (Kumar et al., 2020; Saad et al., 2019). In this situation,
memory-based malware detection methods become another defensive
mechanism that improves the detection (Saad et al., 2019; Sihwail
et al., 2021). Unfortunately, the existing literature lacks the develop-
ment of hybrid malware detection techniques that use static, dynamic,
and memory features to detect advanced malware attacks. Such a
combination of different malware analysis techniques can exploit these
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techniques’ strengths and help mitigate severe and hybrid malware
attacks. In this regard, the emerging cyberinfrastructures will need
these kinds of future-generation security systems to cope with new
malware attacks and stay one step ahead of cyber attackers.

12. Conclusion and future work

Malware attacks continue to grow with Windows-based systems
being highly targeted by cyber attackers. Machine learning and deep
learning techniques are the most effective techniques for detecting
malware attacks. This SLR has compiled and analyzed existing public
benchmark datasets of malware and benign executable files for Win-
dows. Existing studies have been carefully reviewed to extract and
synthesize relevant information such as ML and DL algorithms that
were used to build malware detection techniques. Various algorithms
have been identified, and the most prevalent ML and DL algorithms
for Windows malware detection were highlighted. Different evaluation
metrics were presented, and practical experimental biases for building
ML and DL techniques were explored including practical consider-
ations. In addition, an in-depth discussion on the current research
challenges that affect the development of reliable malware detection
techniques in Windows was presented. Recommendations and future
direction have been discussed to provide possible research paths for
advancing research in Windows malware detection. In future work, we
plan to explore current advances in Android malware detection.
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